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ABSTRACT 

 

Privacy public opinion is conflicted in the current cybersecurity environment. 
 

As the world becomes more interconnected in the digital realm, there is a struggle 

between information sharing versus the protection of that information. People are 

exposing more personal data for business, commerce, health and social purposes. This 

data is also increasingly under attack. Analysis of the number and types of privacy data 

breaches shows the cybersecurity environment is rapidly changing. This paper examines 

the relationship between public opinion on privacy as related to online habits, trust in 

institutions and beliefs about future cybersecurity attacks in the current cybersecurity 

environment. Statistical analysis of a 2016 survey covering all fifty states identified the 

most important predictors of privacy concerns. These were online account use, 

confidence in institutions and social media use. This research examining individuals’ 

privacy expectations, fears, and desire for security for their personal information provides 

useful data to influence future privacy and cybersecurity policy formulation. 
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1. INTRODUCTION 

Cybersecurity, which covers information security, and privacy as a subset, is a concern 

around the globe as the digital world becomes more interconnected and reliance on 

information technology increases.  Commerce, trade, finance, marketing, and health care 

records management are increasingly conducted in the digital world. Economic, societal, 

and personal reliance on cyberspace will continue to grow in the years ahead.  The 

protection of the identities of individuals and organizations revealed while conducting 

online transactions is crucial to protecting open commerce, promoting innovation, and 

securing our Nation.  

 

The existence of an interconnected network of organizations and committees responsible 

for the governance of cybersecurity and privacy issues necessitates gaining more insights 

to their influencing factors.  As an example of complex governance, forty-eight states and 

three territories have enacted separate legislation requiring private or governmental 

entities to notify individuals of security breaches of personal information.  

 

In the current cybersecurity environment, there are entities who seek to disrupt or 

compromise any collected information. As a method of informing the public of the cyber 

threats to privacy, one non-profit has logged 3985 data breaches involving over 333 

million records in the last five years.  

 

This analysis discovered that the predominant causes of data breaches appears to have 

changed over the last ten years.  The two most prevalent causes are hacking (to include 
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malware attacks), and unintended disclosures which may be associated with malware and 

phishing attacks. Any attribution to all other causes of breaches is declining.  

 

The formulation of public opinion on cybersecurity and privacy must include the 

awareness of threats. A summary of the awareness of data vulnerability by a 

representative sample group of Americans shows widespread awareness of 2011 Target 

credit card breach. Yet there is less awareness of some other major cyberattacks on 

government and infrastructure.  

 

This research into individuals’ privacy expectations in the current environment provides 

useful data to influence future policies. Predictive analysis of a Pew Research Center 

Internet and Technology 2016 survey covering all fifty states identified the most 

important predictors of privacy concerns. These were online account use, confidence in 

institutions and social media use.  

 

The occurrence of attacks on personal privacy data continues to evolve. Data and privacy 

protection are crucial policy objectives as most Americans have an online account 

involving health, financial or other sensitive data. These accounts include data elements 

such as Social Security numbers, financial account numbers, and driver’s license 

numbers. Unfortunately, most individuals have already experienced some form of data 

theft.  
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Many Americans lack trust in key institutions to protect their personal information, 

especially the federal government and social media sites. Roughly half of Americans 

think their personal data is less secure compared with five years ago. It is important to 

understand which direction trend lines are going for both attacks on our digital 

information and public opinion on rights to privacy of their data.  

 

In summary, there appears to be a “trust tension” between the need to collect data on 

individuals to optimize providing services and fears about the appropriate use of the data. 

Both must be understood and monitored for effective policy formulation. 
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2. PRIVACY AND CYBERSECURITY LITERATURE REVIEW 

The focus of the protection of information assets in cyberspace has concentrated on 

protecting the confidentiality, integrity, and availability aspects of data in information 

systems through the National Institute of Standards (NIST) guidance. Beyond 

unauthorized access to privacy data there is a need to consider appropriate use of this 

data. As an example, patients have the right to have their medical data remain 

confidential.  However, insurance companies may argue they have a right to personal 

health data when constructing policies (Georgiadou and Oriogun 2001, 252-261)1. There 

recently also appears to be a greater recognition of the requirement for privacy 

engineering in addition to information security during systems design. The balance 

between the amount of information sharing allowed and the protection of that information 

comes down to a risk management equation. 

 

2.1. Data Protection Complexity 

As data collection increases, the requirement for information protection gets more 

complicated. This is because of ever expanding analytic capabilities and the need for data 

analysis for competitive advantage.  The rise in international terrorism increased many 

security requirements leading to the collection of even more data to include individuals’ 

privacy information (Phillips 2002, 46)2.  Cyber-attacks on large data repositories such as 

                                                
1 Elli Georgiadou, and Peter K. Oriogun, "Professional Issues in Software Engineering Curricula: Case 
Studies on Ethical Decision Making." (IEEE 2001): 252-261. 
 
2 John T. Phillips, "Privacy Vs. Cybersecurity." Information Management 36 (3) (2002), 46. 
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Sony, Target, and the Office of Personnel Management (OPM) have added to the general 

unease with information collection and storage. 

 

Adding to the complexity of the topic, privacy and cybersecurity concerns are frequently 

a global issue.  It may be hard to distinguish security breaches from privacy breaches 

across borders. This makes privacy an international issue. However, international 

investigations in a world where some nations vigorously protect privacy and others do 

not are complicated.  Many nations have signed the Council of Europe Cybercrime 

Treaty, which assures mutual law-enforcement aid in such investigations, but notably 

Russia and China have not (Weber 2003, 425-446)3.  A nation’s government view on 

information security and privacy can differ based on their type. Democratic countries 

have the need to protect information for industry, sensitive government agencies such as 

law enforcement, and individuals to promote prosperity.  Authoritarian governments are 

more interested in controlling their population than protecting it (Landwehr et al. 2012, 

1659-1673)4.  Therefore, authoritarian governments are less likely to be concerned with 

individual privacy.  Given the wide disparity of views on whether privacy is worth 

protecting, global treaties enabling better privacy protections are unlikely. Instead, it is 

more likely that there will be international standards, such as those emerging on identity 

management, and cross-national agreements as promulgated by the European Union. 

Understanding how information security and privacy are addressed differently by the 

                                                
3 Amalie M. Weber, "The Council of Europe's Convention on Cybercrime." Berkeley Technology Law 
Journal 18 (1) (2003), 425-446. 
 
4 Carl Landwehr, et al, "Privacy and Cybersecurity: The Next 100 Years." Proceedings of the 
IEEE 100 (Special Centennial Issue) (2012), 1659-1673. 
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European Union is important because United States individuals’ data is sometimes stored 

overseas.  

 

The interconnection of mobile and networked devices, and industrial controls in the 

Internet of Things (IoT) provides many opportunities to improve efficiency in the 

management of areas such as transportation, energy utilities, and logistics.  

Unfortunately, the collection of personal activity information from things like Amazon 

Echo, Google Home and the forthcoming Apple HomePod and smart home controls can 

create opportunities for violations of privacy expectations. In the era of big data, 

behavioral monitoring reveals privacy information not related to cybersecurity (van der 

Sloot 2014, 230-244)5, (Zhang and Xiang 2015, 393-418)6.   

 

2.2. Privacy and Cybersecurity Governance 

There are camps of research which attempt to predict the issues to be addressed in the 

future of cybersecurity with regards to public policy governing which data flows are 

allowed or forbidden.  In the recent past, there was a focus on protecting confidentiality 

and consistency through data integrity and encryption mechanisms. Additionally, any 

discussion of the drivers of government privacy policy must also include the facts that: 

everyone will be collecting and storing data, individual data has value, data mining 

                                                
5 Bart. van der Sloot, "Privacy as Human Flourishing: Could a Shift Towards Virtue Ethics Strengthen 
Privacy Protection in the Age of Big Data?" Journal of Intellectual Property, Information Technology 
and Electronic Commerce Law 5 (3) (2014), 230-244. 
6 Xiani Zhang, and Shang Xiang, “Data Quality, Analytics, and Privacy in Big Data” Big Data in 
Complex Systems, (2015), 393-418. 
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capabilities will expand to private citizens, and remote access blurs many lines for both 

cybersecurity and privacy (Landwehr et al. 2012, 1659-1673)7.    

 

The Obama administration produced several documents including the National Strategy 

for Trusted Identities in Cyberspace, and the International Strategy for Cyberspace in 

2011, as well as, the Fair Information Practice Principles.  The documents endeavored to 

lay out the responsibilities, goals and performance measures for information security. The 

strategies were grounded in four principles: Fundamental Freedoms, Privacy, Free Flow 

of Information, and a set of cyberspace norms. 

 

Numerous White House and Federal Trade Commission (FTC) directives and guidance 

from 2012 did nothing to give individuals control over their privacy data.  The FTC 

recommended targeted legislation to provide transparency over data brokers. The 

National Security Presidential Directive 54/ Homeland Security Presidential Directive 23 

established a National Cybersecurity Initiative aimed at safeguarding the federal 

executive branch government information systems. Neither applied to the health care 

environment or financial sector (Terry 2015, 44-47)8. This is evidence there are 

government oversight gaps in information and privacy protection. 

 

                                                
7 Landwehr et al, "Privacy and Cybersecurity: The Next 100 Years.", 1659-1673. 
8 Nicolas Terry, "Navigating the Incoherence of Big Data Reform Proposals." The Journal of Law, 
Medicine & Ethics 43 (1_suppl) (2015), 44-47. 
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Governance over cybersecurity and privacy is evolving. It involves numerous agencies, 

as well as, dozens of Congressional Committees and Subcommittees with influence on 

the topics. The Department of Defense, Department of Homeland Security, State 

Department, Commerce, and Justice Departments all have top cyber officials.  One of the 

Department of Homeland Security’s missions is to ensure that privacy, confidentiality, 

civil rights and civil liberties are not diminished by the Department’s security initiatives.  

The 2013 President Obama Executive Order on Improving Critical Infrastructure 

Cybersecurity directs sharing cyber threat information and protecting privacy and civil 

liberties. The 2017 President Trump Executive Order on Cybersecurity mandates 

“respecting” privacy. 

 

The protection of privacy is not always a government priority. In Russia, President Putin 

signed new legislation in July 2017 that removes privacy rights from internet service 

providers and individuals.  A new federal law was signed on 29 July 2017 prohibiting the 

use of Internet proxy services and blocking the anonymous use of instant messaging 

services9. 

 

2.3. Privacy Design Considerations 

The design of devices using personal data will have to consider privacy. Early scholarly 

discussions about data systems security suggested computer ethics as a separate 

                                                
9 Russian Federal Law No. 276-FZ of July 29, 2017 "On Amendments to the Federal Law" On Information, 
Information Technologies and Information Protection. ", (accessed 31 July 2017 
at http://publication.pravo.gov.ru/Document/View/0001201707300002). 
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discipline (Floridi 1999, 33-52)10. As computer systems get closer to operating 

autonomously by leveraging machine learning to eventually deliver Artificial Intelligence 

(AI), there are those that believe the systems should include self-regulating mechanisms 

to ensure the ethical use of data (Thekkilakattil and Dodig-Crnkovic 2015, 39-44)11. 

There are several distinct privacy issues that need to be governed. Protection to cover 

privacy issues should be provided during systems engineering. This includes appropriate 

consent mechanisms for the use of Personally Identifiable Information (PII), the purpose 

of data transparency, what elements of PII are collected, and which changes to PII are 

allowed.  Threats from the cyber-physical environment demand not only an emphasis on 

the technical issues but also on the human centered issues associated with user privacy 

(Watt et al. 2016, 423-430)12. 

 

2.4. Current Privacy Opinions 

There is recent surveys’ data regarding Americans’ opinions about their data privacy.  It 

has been noted that there is a disconnect between their attitudes and practices concerning 

online information privacy. For instance, while two thirds of adults have social 

networking profiles, most restrict access to only their friends (Madden 2012, 1-20)13.  

Additionally, an analysis examining gender differences for levels of trust concerning 

                                                
10 Luciano Floridi, "Information Ethics: On the Philosophical Foundation of Computer Ethics." Ethics and 
Information Technology 1 (1) (1999), 33-52. 
 
11 Abhilash Thekkilakattil, and Gordana Dodig-Crnkovic. "Ethics Aspects of Embedded and Cyber-
Physical Systems." IEEE (2015), 39-42. 
 
12 Steve Watt et al, "Privacy Matters–Issues within Mechatronics." IFAC-PapersOnLine 49 (21) (2016), 
423-430. 
13 Mary Madden, "Privacy Management on Social Media Sites." Pew Internet Report (2012), 1-20. 
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online activity indicated women were more comfortable than males using cyberspace 

casually for social media. Males did not trust online purchasing for fear that a foreign 

seller might not be trustworthy (Idoye 2016)14. In summary, there appears to be a “trust 

tension” between the need to collect data on individuals to optimize providing services 

and fears about the appropriate use of the data (Dutton et al. 2005, 13-23)15. 

 

There are numerous surveys which suggest that the public has little confidence in their 

everyday communications.  It appears that while people are concerned about government 

access to their data they are increasingly concerned about what advertisers are doing with 

their information. Therefore, they favor increased government regulation over advertisers 

(Gao 2015)16. There are also indications that people will provide different amounts of 

personal information based on what they perceive as the potential to save money, gain 

access to services or facilitate social encounters (Rainee 2016, 1-7)17.  

 

Evidence of the continuing concern for privacy is the rapid global expansion of the use of 

encrypted instant messaging services such as the social media giant Facebook’s 

WhatsApp mobile application.  Individuals use such applications to ensure private 

communications because they use un-hackable end to end encryption.  

                                                
14 Emeka Patrick Idoye, "Gender Differences in Risk Perception of Trust and Bias in Cyberspace." PhD 
diss., North Carolina Agricultural and Technical State University, 2016. 

15 William Dutton et al, "The Cyber Trust Tension in E-Government: Balancing Identity, Privacy, 
Security." Information Polity 10 (1, 2) (2005), 13-23. 
16 George Gao and Mary Madden, "Privacy and Cybersecurity: Key Findings from Pew Research." Pew 
Research Center (2015),16. 
 
17 Lee Rainie and Maeve Duggan, “Privacy and Information Sharing.” Pew Internet Report (2016), 1-7. 
http://www.pewinternet.org/2016/01/14/privacy-and-information-sharing/, (accessed May 15, 2017). 
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3. DATA AND METHODS 

The analysis in this report is based on the current Privacy Rights Clearinghouse data 

breach chronology dataset and a Pew Research Center survey conducted from March 30 

to May 3, 2016, consisting of a national sample of 1,040 adults, 18 years of age or older, 

living in all 50 U.S. states and the District of Columbia.  

	

3.1. Cyber Threat Environment Source 

To gauge the current cyber environment, data on data breaches over the last ten years was 

downloaded from the Privacy Rights Clearinghouse18.  Privacy Rights Clearinghouse is a 

501(c)(3) nonprofit consumer education and advocacy organization that compiles a 

chronology of data breaches. The breaches from 2007 through 2016 were compiled from 

various sectors: financial and insurance services, general business, retail/merchants, 

educational institutions, government and military, healthcare, medical providers and 

medical insurance services and nonprofits.  The data set also includes information about 

the method used for the breach to include: payment card fraud, hacking or malware, 

insider threat, physical loss, portable devices, stationary devices, and unintended 

disclosures. 

 

The number of breaches reported consistently became larger after the passing of the 

Personal Data Privacy and Security Act of 2009. Of note, there can be seen a significant 

fluctuation of the numbers of record breached in the Table 1 below. After large breaches 

                                                
18 Privacy Rights Clearinghouse. “Data Breaches Chronology” Available at 
https://www.privacyrights.org/data-breaches, (accessed May 1, 2017). 
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in 2007, 2009, and 2015 security practices were most likely tightened. This variation 

indicates possible lack of attention to the threats in the interim years. 

 

 

Year	 Breaches	 Records	
2007	 453	 130,261,978 
2008	 354	 49,734,455 
2009	 270	 218,902,349 
2010	 800	 12,861,095 
2011	 793	 66,113,574 
2012	 883	 27,988,275 
2013	 885	 60,940,933 
2014	 575	 67,971,385 
2015	 531	 160,017,976 
2016	 807	 11,029,013 

 
Source: Privacy Rights Clearinghouse Chronology 

Table 1: A summary of the number of privacy breaches and the records compromised over the last ten 
years. 
 

3.2. Privacy Public Opinion Surveys 

To get an understanding of current public opinion regarding both privacy and 

cybersecurity opinions, the Princeton Survey for Pew Research Center dataset19 about 

cybersecurity habits and attitudes was analyzed. The dataset variables included: Internet 

use; online security attitude; online account use; social media use; attitudes about 

trustworthiness of companies keeping their data safe; individual cyber protection 

practices; and demographic information. A combination of landline and cellphone 

random-digit-dial samples was used.  

                                                
19 Pew Research Center. “Internet and Tech/ March 30-May 3, 2016 Cybersecurity”, Available at 
http://www.pewinternet.org/datasets/, (accessed May 1, 2017) 

Data Breaches and Number of Compromised Records by Year 
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The combined landline and cellphone samples are weighted using an iterative technique 

that matches gender, age, education, race, Hispanic origin and nativity, and region to 

parameters from the 2013 Census Bureau’s American Community Survey and population 

density to parameters from the Decennial Census. The weighting procedure also accounts 

for the fact that respondents with both landline phones and cellphones have a greater 

probability of being included in the combined sample and adjusts for household size 

among respondents with landline phones. The margins of error reported and statistical 

tests of significance were adjusted to account for the survey’s design effect, a measure of 

how much efficiency is lost from the weighting procedures20.  

 

Additional dataset surveys are available from the same organization from 2001 until 

present with similar variables. These additional years of data can be analyzed to compare 

opinion shifts over recent history. 

 

3.3. Analytic Methods and Tools 

Tableau® Desktop 10.3.1 business intelligence and visualization software was used to 

import survey and privacy breach data from comma separated value (.csv) formats for 

data preparation to include data understanding, variable selection, creating aggregate 

measures, and exposing trends. Initially, ten variables from the Privacy Clearinghouse 

dataset concerning date, company, location, type of breach, type of organization, records 

breached, total records, description of incidents, information sources, and source URL 

                                                
20	Pew Research Center. “Internet and Technology Survey Methodology”, Available 
at http://www.pewresearch.org/methodology/u-s-survey-research/, (accessed May 1, 2017). 



	 14	

were examined. Annual numbers of total records breached for the last ten years were 

plotted to discover trends in causes and numbers. 

 

Tableau® Desktop 10.3.1 software was also used on the Pew Research Cybersecurity 

survey data. Responses were filtered to only include those from the 937 internet users. A 

new segment of age groups was created to improve visualization. Data visualization 

options were explored and chosen to present the clearest graphs of pertinent insights after 

the preliminary analysis results.  

 

This study also used SPSS Modeler® Version 18.0 software for a predictive analysis of 

the Pew survey dataset. The initial phase included data preparation and understanding 

comprised of a data audit, data classification, and variable filtering. Redundant categories 

for political party affiliation, education, age, and regions were eliminated. It was 

determined there were 937 valid responses to 49 variables. Different predictive 

algorithms were used to determine which variables have the most predictive power to 

gauge online privacy security opinions. A segmentation model was created using 35 

variables covering online account use, confidence in online providers, awareness of 

cyber-attacks, victims of fraud and belief in preparedness for cyber-attack. A K Means 

clustering identified that the most important predictor variables were social media use, 

confidence in email provider, and online account use. To improve accuracy a 

classification model was created with a partition for training and testing sets. A target 

variable of concern about online privacy  
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was selected and an auto classifier model was run on the partitioned and balanced data. 

Five models were run and two were discarded. The most accurate of the remaining three 

was a Bayesian Network model with an 82.2% overall accuracy.  
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4. RESULTS: ENVIRONMENT, CYBER HABITS, PRIVACY CONCERNS 

The results from this research indicates that in general, while respondents are 

significantly concerned about the privacy of their information and predict significant 

cyber-attacks in the future they continue their online behavior.  

4.1. Cyber Threat Environment: Data Breaches 

Since the passage of the Personal Data Privacy and Security Act of 2009 the reporting of 

data breaches has dramatically increased. This creates rich data to understand trends in 

personal data security threat occurrences and causes.  

 

 

Source: Privacy Rights Clearinghouse Chronology of Data Breaches 
Figure 1: Total number of breaches by year and cause of breach.  Color indicates cause of breach as 
reported. 

Personal Data Breaches Reported Over the Last Ten Years 
Breaches from hacking/malware and unintended disclosures are on a rise. 
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It is easy to notice the rise in hacking (which includes the use of malware) to acquire 

personal privacy data. The number of unintended disclosures has also risen dramatically. 

Additional study could be done to confirm the trends in causes of breaches. Mitigations 

to prevent these breaches should begin with increased awareness training, system 

installed security measures and monitoring, and policies to govern processes, and 

penalties for abuses. It may be useful to test if data breaches from physical loss, portable 

devices, stationary devices, insider threat and unknown causes are trending downward 

due to trends such as the move to cloud storage and increased cyber awareness. 

 

4.2.  Online Habits Versus Fears 

Survey respondents’ use of online accounts for banking, health maintenance, bill pay, and 

utilities was measured against their concern for online privacy. There is evidence that 

more than fifty percent of adults use online bank accounts. Overall, over half the 

respondents, both users and non-users of online accounts for banking, health accounts, 

bill pay, and utilities, are worried about online privacy. This is an indicator that despite 

the fears about online privacy this fear is not a deterring factor for those that choose to 

use online services. Summaries of individuals’ belief that their personal data in online 

banking, health accounts, bill pay, and utility pay is being protected by the government 

and corporations is shown in the graph below. 



Online Privacy Concerns Compared To Online Account Use 
Most users and non-users of online accounts are worried about online privacy. 
 

 

Source: Pew Research Center 2016  

Figure 2: Online Privacy Concerns vs Online Account Use. Color indicates Privacy Concerns. 

4.3. Confidence In Institutional Privacy Security 

A level of confidence that the federal government, telephone companies, credit card 

companies and email providers will protect the respondents’ personal records is presented 

by political party affiliation below. The least amount of confidence was in the federal 

government regardless of political preference. This is highlighted by the large number of 



“Not at all Confident” respondents. As shown in Figure 3 below, most respondents are 

somewhat confident their personal records will be protected. 

 

Security of Personal Data Confidence Levels: by Organizations and Political Party 

 

 

Source: Pew Research Center 2016  

Figure 3: Measures of Confidence in Government and Private Companies Protection of Personal Records.  

Color indicates confidence level.  The numbers of respondents of various political parties are binned 

according to their level of trust in each of the organizations ability to protect their personal data. 

Few are very confident their personal data is going to be protected: 
particularly by the federal government. 
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As depicted above most respondents possess a marginal belief their personal records will 

be protected by the federal government, utility, telecommunications and internet service 

providers regardless of their political affiliation. 

 
4.4. Cyber-Attack Awareness 

To understand the public’s grasp of some of the threats to their personal privacy data 

responses to questions about knowledge of three significant deliberate attacks on data 

were analyzed. The awareness of recent cyber-attacks amongst all age groups for both 

male and females is greatest for attacks on businesses (for example: Target and Sony) and 

surprisingly small for attacks on our government institutions (represented by the OPM 

Breach). There was little awareness of the cyberattack on a nation state’s infrastructure 

(Ukraine power). Of note in almost every case there was a slightly greater awareness by 

males. Further study should be undertaken to discover factors that point to measures that 

could be leveraged to increase awareness of actual cyber threats. Cyber-attack awareness 

details are presented in Figure 4 below. 
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Source: Pew Research Center 2016  

Figure 4: Awareness of Cyber Attacks on Retail, Government and Infrastructure by Age Group, Sex. Green 

and teal color indicate amount of awareness.  Orange color indicates no awareness of cyber-attacks.  

Cyber Attack Awareness 
Most respondents report awareness of attacks in areas that personally affect them: retail 
sector vice government or infrastructure. 
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4.5. Public Opinion Of The Cyber Future Regarding Personal Information 

As an indication of the public’s opinion on future cyber-attacks on their data a breakdown 

of the survey population’s belief in the likelihood of a cyber-attack in the next five years 

on our banking system is shown next.  

 

Source: Pew Research Center 2016  

Figure 4: Opinions on the likelihood of a significant cyber-attack on banking occurring in the next five 

years is shown in the first column by age groups. Colors indicate the degree that respondents believe their 

personal information is secure compared to five years ago. Numbers indicate number of responses in each 

category. 

Is	Personal	Info	Secure?

Less More Same Unsure Refused

Definitely Age(18-29)

Age(30-39)

Age(40-49)

Age(50-59)

Age(60-69

Age(70-79)

Age(80-89)

Age(90+)

Probably Age(18-29)

Age(30-39)

Age(40-49)

Age(50-59)

Age(60-69

Age(70-79)

Age(80-89)

Age(90+)

Definitely	Not Age(18-29)

Age(30-39)

Age(40-49)

Age(50-59)

Age(60-69

Age(70-79)

Age(80-89)

Probably	Not Age(18-29)

Age(30-39)

Age(40-49)

Age(50-59)

Age(60-69

Age(70-79)

Age(80-89)

Age(90+)

Don't	Know Age(30-39)

Age(40-49)

Age(50-59)

Age(60-69

Age(70-79)

Age(80-89)

Refused Age(70-79)

Age(90+)

2

6

5

9

6

8

6

1

4

2

7

2

9

3

6

4

11

29

34

15

10

12

1

1

1

1

2

2

18

24

23

23

30

26

2

3

12

8

11

14

19

8

11

29

51

70

28

28

32

1

1

1

1

2

1

1

2

2

3

1

1

1

4

2

6

1

2

3

8

9

16

10

17

17

2

1

2

4

11

9

9

19

2

2

8

11

19

9

12

17

1

1

1

1

1

1

2

1

1

1

1

1

1

1

2

1

Is	Personal	Info	Secure?

Less

More

Same

Unsure

Refused

Likelihood of a Cyber-Attack on Banking in the Next Five Years 
Most believe it will “definitely” or “probably” occur. 
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Looking at the results for all age groups regardless of their belief that their personal 

information is more, or less secure than it was five years ago (as indicated by color), there 

is overwhelming opinion that there will either “definitely” or “probably” be an attack 

across all age groups. Those who were more optimistic that there would probably not be 

an attack tended to be in the under 60 age categories. 

 

4.6. Privacy Opinion Predictors	

 
The results from the predictive analysis of the Pew Cybersecurity survey data give 

indications of the types of variables that can be surveyed to give the most accurate 

prediction of the public’s opinion on privacy concerns. The best model as described in 

section 3.3 indicated that the most relevant predictors were online bank account and 

online bill pay use. Following those were confidence in institutions, social media use, 

other online account use, cyber-attack awareness, political ideology, likelihood of future 

cyber-attack, and incidents of victimization from privacy information fraud. 

 
Bayesian Network Model Results 
Predictive importance of variables to gauge public opinion on concern about online privacy. 
 

TOP PREDICTORS OF ONLINE PRIVACY CONCERNS 

1. Online Bank Accounts Use 

2. Online Bill Pay Use 

3. Confident in Credit Card Company Ability to Protect Privacy Data 

4. Social Media Use 

5. Online Health Care Accounts Use 

6. Online Utility Accounts Use 

7. Awareness of Sony Cyber-Attack 
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Source: Pew Research Center 2016  

Table 2: Top predictive variables from SPSS® Modeler Bayesian Network model in rank order. 

 

This predictive analysis and data mining provides actionable insights for future public 

opinion survey development and monitoring to influence policy formulation.  

 
	 	

8. Political Ideology 

9. Belief Personal Information Is Secure 

10. Confidence in Telephone Company Ability to Protect Privacy Data 

11. Likelihood of a Banking Cyber-Attack within 5 Yrs 

12. Had PII Compromised 

13. Victim of Credit Fraud 
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5. CONCLUSIONS 

The public is increasingly dependent on the internet for conducting personal and business 

transactions. Providing security of the resultant data has become a complex and costly 

endeavor. Despite the investments in security there are thousands of reported data 

breaches every year releasing millions of records with privacy information. The breaches 

are in every business sector from retail, financial, insurance, education, government, 

military, and healthcare. The causes of the breaches range from inadvertent leaks to 

active hacking of systems and accounts. While the number of reported data breaches is 

very large, the actual total number is not known. 

 

Understanding public opinion about data privacy is an essential input to calculating 

effective measures to rally support for increased cybersecurity investment. Personal 

privacy data exists in a digital landscape that is changing at an ever-increasing pace as 

computing power advances and new algorithms are developed to mine and exploit data 

for positive and negative purposes. While there is merit to the practice of engineering 

data protection into all information systems, there is an element of the governance of 

privacy data that needs to be continually updated as capabilities and threats evolve. 

 

Follow on surveys and analysis of the intersection of privacy rights and concerns with 

cybersecurity measures and threats will be necessary to monitor any significant changes 

which will require legislative and or cybersecurity action. Predictive analysis on the most 

relevant variables which relate to public opinion of privacy concerns is a valuable tool to 

align policy. 
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The tension between increased access and control of privacy information is rapidly 

evolving. The two extremes can be represented by the globally adopted instant messaging 

application: WhatsApp, which provides end to end full encryption of private messaging 

as opposed to the newly signed legislation in Russia which prohibits the use of Internet 

proxy services and cracks down on the anonymous use of instant messaging services. 

 

The future will require even more vigilance as personal information which has been 

primarily collected on official forms is now being gathered through devices sweeping up 

information in public spaces and personal home devices everywhere. Awareness of these 

new potential threats has resulted in increasing bipartisan support for privacy protections 

such as legislation drafted in August 2017 seeking to address vulnerabilities in computing 

devices embedded in everyday objects. These devices are known in the tech industry as 

the "internet of things." Elements of the bills would require vendors who provide 

internet-connected equipment to the U.S. government to ensure their products are 

patchable and conform to industry security standards. It would also prohibit vendors from 

supplying devices that have unchangeable passwords or possess known security 

vulnerabilities. 

 

Individuals expect to be protected from random or criminal violation of their information 

and privacy when operating in today’s connected world. This research shows that the 

public is conflicted about doing business and socializing online thereby exposing their 

data despite a lack of trust in institutions and a belief that there will continue to be attacks 

on their personal data. 
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It is useful to initiate further research into public opinion regarding individuals’ privacy 

expectations in the current environment where cyber monitoring, defense, and attack are 

increasing. An analysis of what type of “trigger” event would either increase support for 

investment in cybersecurity, and or, cause public opinion to sway towards a relaxation of 

privacy expectations, would provide useful data to influence future policy formulation. It 

is worth exploring how laws, regulations, policies and standards have changed as 

operations and threats increase in cyberspace. Tracking the maturity of public policy, 

laws, regulations and guidance to preserve privacy while providing for information 

security will continue to be a high priority for both the government and individuals.  

 

There is a need to achieve an equitable balance between cybersecurity and privacy which 

considers that there are similarities and distinct differences in information security and 

privacy concerns. This balance will be achieved when laws, directives, policies and 

standards guide the best protections for all information including privacy information. 

Understanding public opinion about privacy and cybersecurity to garner their support will 

be an essential element of policy formulation. 
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