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Abstract 

 
The United States of America lacks a structure or strategy to combat domestic terrorism or 

white nationalist terrorism. For years, white nationalist terrorism has been on the rise, yet little has 

been done to properly respond to the growing and evolving threat. This thesis examines the racist 

history of the United States, how white nationalist groups feed off the systemic racism present in 

our institutions, the role of social media in the radicalization of domestic terrorists, and finally, 

proposes a federal statute to criminalize domestic terrorism. 

 

Thesis Reviewers: Anthony Lang and Robert J. Guttman  
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Introduction 

The United States of America is experiencing its most diverse population in its history, 

with the white population declining for the first time.1  The 116th Congress, elected in 2018, was 

the most “racially and ethnically diverse” cohort elected in the nation’s history.2 Along with the 

increases in diversity, we have also witnessed an evolution in homeland threats. According to 

the Department of Homeland Security, the threat level for violent, homegrown extremists such 

as white supremacists is high, while Islamic extremism terrorism is low.3 White Nationalists 

believe that the growing population of minorities is the reason for a “white genocide,” and 

extremists spread this conspiracy theory all over social media sites and through actual rallies 

and marches. For years, white nationalist terrorism has been on the rise, but the United States 

has been slow to respond. The United States must immediately act to reform internet 

regulations, its counterterrorism strategy, and make domestic terrorism a federal criminal 

offense in order to properly combat the rise of white nationalist terrorism. This thesis will go 

over the racist history of the United States, ways the internet has proven to be a pivotal tool in 

the radicalization of white nationalists, and analyze that the United States’ current 

counterterrorism strategy and structure is insufficient to combat domestic terrorism. 

                                                
1 Frey, William H. “The Nation Is Diversifying Even Faster than Predicted, According to New Census Data.” 

Brookings. Brookings, July 16, 2020. https://www.brookings.edu/research/new-census-data-shows-the-

nation-is-diversifying-even-faster-than-predicted/.  
2 Bialik, Kristen. “For the Fifth Time in a Row, the New Congress Is the Most Racially and Ethnically Diverse 

Ever.” Pew Research Center. Pew Research Center, August 18, 2020. https://www.pewresearch.org/fact-

tank/2019/02/08/for-the-fifth-time-in-a-row-the-new-congress-is-the-most-racially-and-ethnically-diverse-

ever/.  
3 Department of Homeland Security. Strategic Framework for Countering Terrorism and Targeted Violence. 

September 2019. https://www.dhs.gov/publication/dhs-strategic-framework-countering-terrorism-and-targeted-

violence 
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Chapter One takes a closer look at the history of white nationalism in the country, while 

then turning our attention to specific factions such as the Ku Klux Klan. In the literature review, 

we establish that slavery was a created institution that has long lingered in the United States 

Government. Originally coming to shores of Virginia as a then-colony of Britain, slaves were 

initially known as indentured servants, however, a 1640 court case eventually created an 

official architecture for slavery in the colonies.4 While slavery was eventually abolished, Black 

Americans still were disenfranchised and discriminated against all over the United States. 

Eventually gaining the right to vote and the Supreme Court declaring the desegregation of 

places like schools, the KKK aggressively targeted Black Americans in hopes of keeping them 

from exercising their newly gained civil rights. The Klan targeted places of worship and voter-

registration activists, and at times even had help from local law enforcement in committing 

domestic terrorist attacks. 5 Khalil Gibran Muhammed speaks about the data revolution and 

how it was used to build a modern America that put many Black Americans behind bars.6 White 

Supremacist groups were successful in spreading the false narrative that Black people were 

synonymous with crime, leading them to face immediate bias whenever they joined a new 

neighborhood – eventually leading to the white flight. Such theories fed off the white 

nationalism beliefs of a superior race, and helped inspire other groups to organize – such as the 

Aryan Nations, and the Alternative Right. While the Aryan Nations is not as active as it used to 

be, its Christian-Identity ideals that were merged Hitler Nazi’s ideals of a “pure race” are 

                                                
4 “Affidavit, 1693.” Virginia Museum of History & Culture, September 21, 2020. 

https://www.virginiahistory.org/node/2290.  
5 Mississippi Burning. (2016, May 18). https://www.fbi.gov/history/famous-cases/mississippi-burning. 
6 Muhammad, Khalil Gibran. The Condemnation of Blackness: Race, Crime, and the Making of Modern Urban 

America. Cambridge, Massachusetts; London, England: Harvard University Press, 2010. 
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notable for the reader’s understanding. Finally, the Alternative Right is reviewed and illustrates 

how this group has had the most success radicalizing individuals and staying relevant in the 

modern day. The chapter delves into how its unique tactics have allowed the Alt-Right to grow 

alongside the rise of the internet.  

Chapter Two explores the rise of technology and ways social media and other 

interactive computer service providers facilitate, sometimes even accelerate, white nationalist 

radicalization and terrorism.  An important law to understand in the social media regulations 

debate is Section 230 of the Communications Decency Act which states that “no provider or 

user of an interactive computer service shall be treated as the publisher or speaker of any 

information provided by another information content provider.” 7 This has allowed hate 

speech, incitement of violence, and disinformation to continue to spread at alarming rates all 

over the internet, as social media companies face no real consequence to their business for 

allowing the content to remain published. The chapter explores the argument to reform Section 

230 in relation to curbing domestic terrorism radicalization, while also acknowledging the 

opposing side’s apprehension due to freedom of speech concerns. Critics believe that amending 

Section 230 will completely change social media and stifle innovation.8 Ultimately, big tech will 

to prioritize user-engagement over national security, despite the fact that social media is a 

growing tool in the radicalization of domestic terrorists. The chapter proves this claim by 

                                                
7 47 U.S.C. § 230 - U.S. Code - Unannotated Title 47. Telecommunications § 230. Protection for private blocking 

and screening of offensive material. 
8 Shields, T. (n.d.). Washington’s Knives Are Out for Big Tech’s Social Media Shield. 

https://www.bloomberg.com/news/articles/2020-08-11/section-230-is-hated-by-both-democrats-and-republicans-

for-different-reasons 
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reviewing three different case studies where white nationalists were fully radicalized, organized 

a violent crime, or found a new community online. 

Finally, the last chapter focuses on the counterterrorism strategy of the United States, 

its exclusive focus on Islamic extremism, and the need to make domestic terrorism a criminal 

offense. The chapter starts by highlighting how unprepared the United States was in response 

to the September 11, 2001 attacks, and how from there, a tunnel-vison focus on combatting 

radical Islam emerged. While Presidents Bush and Obama attempted to implement strategies 

to combat multiple forms of extremism, President Trump came in with a different agenda. From 

suppressing white nationalist terrorism intelligence to fear-mongering rhetoric, it is clear the 

Trump Administration has not taken the growing threat of domestic terrorism seriously. 

Further, the Trump Administration dismantled critical Countering Violent Extremism (CVE) 

programs that engaged communities and offered rehabilitation opportunities. After 

establishing the United States’ exclusive focus on radical Islam, the chapter shifts to underscore 

the growing threat that domestic terrorism poses, as well as highlighting a lack of 

counterterrorism strategy to combat white nationalism. Lastly, the chapter ends with a policy 

analysis of past legislative efforts and a proposal to criminalize domestic terrorism at the 

federal level. Such a move would send a powerfully-needed message that the United States 

considers domestic terrorism just as seriously as international terrorism. 

Overall, this thesis attempts to highlight the lethal and permeable threat that domestic 

terrorism triggers. Researchers, scholars, and security officials are all saying the same thing, 

which is that domestic terrorism is currently the most lethal and fastest-growing threat America 

faces. There are a number of different angles the United States can approach this problem, 
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from acknowledging the systemic racism in our current institutions, regulating social media 

companies, reforming our current counterterrorism strategy, to actually creating a federal 

statute to criminalize domestic terrorism. We have the resources and the tools - now we must 

act to ensure that domestic terrorism actors are prosecuted and neutralized. 

 

Chapter One 

The History of White Nationalism in America 
 

I. Introduction 

From the institution of slavery to a modern-day President that emboldens far-right 

extremists, the history of white nationalism in the United States of America is long and 

intricately woven throughout the foundation of the nation. With an objective of establishing a 

white homeland through violence, this radical ideology has experienced a public embrace and 

surge since the election of Donald Trump.9 White Nationalism in America feeds off the racist 

history memorialized in our state constitutions or school curriculum books, the partisan divides 

in politics, racial tensions in the quest for criminal justice reform, and a President that avoids 

publicly condemning them. All of this makes it less of a surprise as to why white nationalism or 

far-right terrorism is considered the most “persistent and lethal threat” to the United States. 10 

The fact is that the United States carries a history of “racial animosity and racist policy…in the 

                                                
9 “Hail Trump: White Nationalists Mark Trump Win with Nazi Salute.” BBC News. BBC. Accessed November 5, 

2020. https://www.bbc.com/news/av/world-us-canada-38057104.  
10 Department of Homeland Security. Homeland Threat Assessment. October 2020. 

https://www.dhs.gov/sites/default/files/publications/2020_10_06_homeland-threat-assessment.pdf 
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fabric of America” and must act now to combat the rise of white nationalist terrorism, which 

has already claimed the lives of hundreds of innocent Americans.  White Nationalist groups 

such as the long-established Ku Klux Klan, Aryan Nations, or the emerging Boogaloo boys have 

been standing in the way of progress in America in the hopes of seeing “society descend into 

chaos so they can come to power,” and build a white hegemony. 11 White Nationalist groups 

continue to form at an unprecedented rate, increasing 55 percent since 2017 alone. 12 This 

chapter will focus on the history of white nationalism in America and the different extremist 

groups who promote this radical ideology in order to underscore the seriousness of this 

evolving threat. 

II. Literature Review  

According to the Southern Poverty Law Center, white nationalism is the belief that 

“white identity should be the organizing principle of the countries” in the West. 13 White 

Nationalists, some say a euphemism for white supremacists, aim to create a white hegemony or 

white homeland and “seek to return to an America that predates the Civil Rights Act of 1964 

and the Immigration and Nationality Act of 1965.”14 In striking similarity to Hitler’s Nazi 

Germany, “the preservation of a pure white race uncontaminated by foreign blood” has 

become a leading and powerful idea in the United States.15 Fear-mongering about increasing 

                                                
11 Miller, Cassie. “The 'Boogaloo' Started as a Racist Meme.” Southern Poverty Law Center, June 5, 2020. 

https://www.splcenter.org/hatewatch/2020/06/05/boogaloo-started-racist-meme.  
12 “The Year in Hate and Extremism 2019.” Southern Poverty Law Center.  

https://www.splcenter.org/year-hate-and-extremism-2019.  
13 “White Nationalist.” Southern Poverty Law Center.  

https://www.splcenter.org/fighting-hate/extremist-files/ideology/white-nationalist.  
14 Ibid. 
15 Serwer, Adam. 2019. “White Nationalism’s Deep American Roots.” Atlantic 323 (3): 84. 

http://search.ebscohost.com.proxy1.library.jhu.edu/login.aspx?direct=true&AuthType=ip,shib&db=f5h&AN=13510

1886&site=ehost-live&scope=site. 
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minorities and declining white birthrates, followers often cite Pat Buchanan’s The Death of the 

West claiming that immigrants will render the United States a third world nation by the year 

2050. 16  Alan Davies notes that white is a color associated with the themes of “purity and 

virtue,” and is used as a metaphor for Europeans and their descendants, a sharp contrast to the 

color and symbolism of anyone who identifies as Black or nonwhite.17 This dualism has 

“supplied a convenient framework for race doctrines” like the institution of slavery.18  

Slavery came to United States through Point Comfort, Virginia in 1619, as a colony of 

Britain. 19 When United States Senator Tim Kaine of Virginia took to the Senate floor responding 

to the nation’s cries and civil unrest after the police murder of George Floyd on May 25, 2020, 

he called for “dismantling the structures of racism that our federal, state, and local 

governments carefully erected and maintained over centuries.” 20 The Senator noted that when 

the first slaves arrived in Virginia no official laws within the colonies or English government gave 

them the status of ‘slave’.21 At least not until a Virginia court in 1640 sentenced John Punch, an 

African man, to “servitude for natural life” because he attempted to flee, along with two white 

men who were not met with the same sentence.22 Another example of such framework can be 

seen in the first citizenship law of the United States, the Naturalization Act of 1790. 23 This law 

                                                
16 Buchanan, Patrick J. Death of the West. New York: St. Martin's Press, 2002.  
17 Davies, Alan. 2020. “White Nationalism.” Touchstone 38 (2): 42–49. 

http://search.ebscohost.com.proxy1.library.jhu.edu/login.aspx?direct=true&AuthType=ip,shib&db=rfh&AN=ATLA

i5IE200713000151&site=ehost-live&scope=site. 
18 Ibid. 
19 “First Enslaved Africans Arrive in Jamestown Colony.” History.com. A&E Television Networks, August 13, 

2019. https://www.history.com/this-day-in-history/first-african-slave-ship-arrives-jamestown-colony.  
20 Kaine, Tim. Senate Floor Speech. June 2020. 
21 Ibid. 
22 “Affidavit, 1693.” Virginia Museum of History & Culture, September 21, 2020. 

https://www.virginiahistory.org/node/2290.  
23 “Race, Nationality, and Reality.” National Archives and Records Administration. National Archives and Records 

Administration. Accessed November 5, 2020. 

https://www.archives.gov/publications/prologue/2002/summer/immigration-law-1.html.  
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granted citizenship to “free white persons” of good moral character, intentionally excluding 

African Americans. 24  While slavery was eventually abolished with the Thirteenth Amendment, 

and African Americans granted citizenship through the Fourteenth Amendment, state 

governments still have racist now-ineffective laws such as “no child shall be required to attend 

integrated schools” or that “white and black Virginians” must live in separate neighborhoods 

written in their legal documents.25  The notion of a superior race to guide the laws and 

freedoms of Americans was legal in the past, but not in the world of today, yet there are 

countless examples of race doctrines influencing policy throughout the history of the United 

States. These notions of superiority and elitism over any nonwhite communities hold strong 

across the nation today, as people perceive that being “American is implicitly synonymous with 

being White.”26  

  In addition to wanting a white, pure race and their cultural practices protected, white 

nationalists claim they are “under attack by supposedly violent people of color” through black-

on-white crime.27 White Supremacist groups like the Council of Conservative Citizens help 

radicalize white men by claiming that African Americans are “pillaging, raping, and murdering 

white people,” and fake crime statistics are shared endlessly on far-right websites.28 These 

                                                
24 Ibid.  
25 Vozzella, Laura. “Virginia Looks at Scrapping Defunct, Racist Laws Still on the Books.” The Washington Post. 

WP Company, December 6, 2019. https://www.washingtonpost.com/local/virginia-politics/virginia-looks-at-

scrapping-defunct-racist-laws-still-on-the-books/2019/12/05/e06b3b62-1781-11ea-9110-

3b34ce1d92b1_story.html.  
26 Devos, Thierry; Banaji, Mahzarin R. (March 2005). "American = White?" Journal of Personality and Social 

Psychology. 
27 “White Nationalist.” Southern Poverty Law Center. Accessed November 5, 2020. 

https://www.splcenter.org/fighting-hate/extremist-files/ideology/white-nationalist.  
28 Staff, Hatewatch. “The Biggest Lie in the White Supremacist Propaganda Playbook: Unraveling the Truth About 

'Black-on-White Crime'.” Southern Poverty Law Center, June 14, 2018. 

https://www.splcenter.org/20180614/biggest-lie-white-supremacist-propaganda-playbook-unraveling-truth-

about-%E2%80%98black-white-crime.  
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false, dangerous, and long-used narratives have inspired white nationalists like Dylann Roof and 

Robert Bowers to harm innocent non-white American citizens.  These ideas are not new. In 

Condemnation of Blackness by Khalil Gibran Muhammed, we learn that a racial data revolution 

was created that allowed for the “permanent linkage between blackness and criminality.”29 

Informing us how our past structures are still active in our current criminal justice system, 

Muhammed says that black criminality was an essential component of building a modern and 

urban America. As Black Americans were adjusting to life after the abolishment of slavery, Jim 

Crow Laws and other legalized racial segregation laws were implemented that seemed 

structured to specifically attack their newfound freedoms. Many were arrested and, thus, made 

up a majority of prison populations, which sounds similar to the statistics of incarcerated 

people today.30 According to the Sentencing Project, African Americans are “incarcerated in 

state prisons across the country at more than five times the rate of whites” and in states like 

New Jersey, that rate reaches ten times more.31 

The use of these theories and biased statistics empowered White Americans to treat Black 

Americans with disdain, intimidation, and violence. So while the data revolution criminalized 

Black Americans, it was actually White-on-Black crime that was the unreported problem. 

Organized white nationalist groups, such as the Ku Klux Klan, started to emerge during the 

Reconstruction Period where they specifically targeted “newly freed African Americans” by 

killing their political leaders and sexually attacking Black women who had “no access to social or 

                                                
29 Muhammad, Khalil Gibran. The Condemnation of Blackness: Race, Crime, and the Making of Modern Urban 

America. Cambridge, Massachusetts; London, England: Harvard University Press, 2010.  
30 Ibid. 
31 Nellis, Ashley. “The Color of Justice: Racial and Ethnic Disparity in State Prisons.” The Sentencing Project, 

January 10, 2019. https://www.sentencingproject.org/publications/color-of-justice-racial-and-ethnic-

disparity-in-state-prisons/.  
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legal recourse”.32 Groups that espouse similar ideology, but label themselves as neo-

Confederate, neo-Nazi, racist skinhead, and Christian Identity all fit under the umbrella of white 

nationalism.  

III. White Nationalist Groups of Today 

Hate groups espousing white nationalist ideology continue to rise to record highs by “a 

toxic combination of political polarization, anti-immigrant sentiment and technologies that 

help spread propaganda online”.33 Along with these hate groups growing in number and 

influence, hate crimes and right-wing violence have followed the same trend the past 

couple of years. 34 From the massacre of people at a bible study to the attempted 

kidnapping of an elected official, white nationalism has made its way to the 21st Century 

and shows no signs of slowing down. It is important that we understand the different white 

nationalist groups that are actively organizing and working to establish a white homeland. 

The Ku Klux Klan has long intimidated and targeted Africans Americans, the Aryan Nations 

adhered to Christian Identity ideals and promoted neo-Nazi and anti-Semitic ideology, while 

the Alternative Right employs modern technology to spread its far-right ideology. 

 

 

 

                                                
32 Wells-Barnett, Ida B. Southern Horrors: Lynch Law in All Its Phases. 1892.  
33 Stack, Liam. “Over 1,000 Hate Groups Are Now Active in United States, Civil Rights Group Says.” The New 

York Times. The New York Times, February 21, 2019. https://www.nytimes.com/2019/02/20/us/hate-

groups-rise.html.  
34 “Ku Klux Klan.” Southern Poverty Law Center, n.d. https://www.splcenter.org/fighting-hate/extremist-

files/ideology/ku-klux-klan.  
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a. Ku Klux Klan 

First organized in 1865, the last year of the Civil War, the Ku Klux Klan focused their 

efforts on intimidating newly freed African Americans and attempting to displace the 

Republican Party, as they were the ones who opposed the expansion of slavery. Klansmen or 

White Knights are dedicated to the idea of white supremacy and have a known record of 

violence against nonwhite people to reach their goals. The Ku Klux Klan is said to have had 

three main eras: during the Reconstruction Period, the 1920s Nativist movement, and during 

the 1960s Civil Rights movement.  Usually dressed in white-hooded costumes, and referring to 

their leaders as “grand wizards,” the KKK became known for leaving behind burning crosses and 

lynching Black Americans.35  The second emergence of the KKK was a response to the surge of 

Jewish and Catholic immigrants arriving in the States, giving rise to the Nativist movement and 

giving the KKK a membership of over 4 million people.36  Finally, the last most public re-

emergence of the Ku Klux Klan happened around the 1960s, born in response to the Civil Rights 

movement. After an unsuccessful fight against the coming desegregation of schools and public 

places, the KKK violently reacted by intimidating and murdering Black Americans. In fact in 

1963, the Klan bombed the 16th Street Baptist Church in Birmingham, Alabama as it was used as 

the headquarters/meeting place for Civil Rights groups and activists like Martin Luther King Jr.37 

On the day they planned to bomb the site, the church was preparing for their ‘Youth Day’, and 

                                                
35 Ibid. 
36 Ibid. 
37 Graham, David A. “Will This Time Be Different? How America Responds to Attacks on Black Churches.” The 

Atlantic. Atlantic Media Company, June 19, 2015. 

https://www.theatlantic.com/politics/archive/2015/06/historical-background-charleston-shooting/396242/.  
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four young girls were killed.38 Another well-known attack by the KKK was the Mississippi 

Burning Case of 1964.  Three activists who were spending the summer registering African 

American voters and planning boycotts of racist businesses were targeted and murdered by the 

KKK and the local police department.39 While the KKK was initially looking for Michael 

Schwerner at a local church meeting, when they discovered he was not there they torched the 

church and beat other churchgoers.40 Eventually, Schwerner, along with his companions James 

Chaney and Andrew Goodman, were found dead 14 feet below a dam and their vehicle burnt.41 

Not only were members of the Klan indicted for their murders, but also members of the local 

Sherriff’s department.42 These domestic terrorist attacks became a rallying cry for Civil Rights 

leaders who organized to secure and increase their rights. While the KKK has splintered off into 

many groups nowadays, they all share the same ideology and are still an active presence in 

modern-day politics.   

 

b. Aryan Nations  

The Aryan Nations is another American hate group that espouses white supremacist and 

anti-Semitic ideas. With a blended membership of Klansmen, neo-Nazis, skinheads, and other 

racists that adhere to the beliefs of the Christian Identity movement, the Aryan Nations were 

the first domestic terrorist network in the United States and deemed Hayden Lake, Idaho as the 

                                                
38“16th Street Baptist Church Bombing (1963) (U.S. National Park Service).” National Parks Service. U.S. 

Department of the Interior, n.d. https://www.nps.gov/articles/16thstreetbaptist.htm.  
39 Mississippi Burning. (2016, May 18). https://www.fbi.gov/history/famous-cases/mississippi-burning. 
40 Ibid. 
41 Ibid. 
42 Ibid. 
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“international headquarters of the White race”.43 While Richard Butler first founded the Aryan 

Nations, it was the Christian-Identity beliefs of Wesley Swift and William Potter Gale that 

guided its structure.44  According to the Anti-Defamation League, this radical ideology promotes 

that Jewish people are the “Satanic offspring of Eve and the Serpent” and that nonwhite people 

were the “mud peoples” who were created before Adam and Eve.45 Adherents of Christian 

Identity believe that “whites of European descent can be traced back to the Lost Tribes of 

Israel," and promote a racist religious doctrine of what they believe Christianity is. Richard 

Butler was not shy about his public admiration of Adolf Hitler and his aspirations for a whites-

only homeland.46 Similar to the Ku Klux Klan, the Aryan Nations also plotted terrorist attacks 

against nonwhite people and government entities in the name of their radical ideologies. In the 

1980s, members of the Aryan Nations targeted state troopers, FBI informants, and spent a 

notable time in recruitment efforts.47 In fact, the organization put together literature 

pamphlets that they would distribute to prison inmates to help radicalize them. Overtime, the 

group has lost its popularity and members, and it could be simply because their membership 

encompassed a number of white supremacists who belonged to other factions and related 

groups.   

 

                                                
43 “Terrorist Organization Profile: KKK.” Terrorist Organization Profile - START - National Consortium for the 

Study of Terrorism and Responses to Terrorism, n.d. 

https://web.archive.org/web/20131230201247/http://start.umd.edu/start/data_collections/tops/terrorist_organi

zation_profile.asp?id=29.  
44 Ibid. 
45 “Christian Identity.” Anti-Defamation League, n.d. https://www.adl.org/resources/backgrounders/christian-

identity.  

 
46 “Aryan Nations.” Southern Poverty Law Center, n.d. https://www.splcenter.org/fighting-hate/extremist-

files/group/aryan-nations.  
47 Ibid.  
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C. Alternative Right  

 The last white supremacist group that we will review in this study is the Alternative 

Right, often referred to as the “Alt-Right.”48 This group has come to power during the gradual 

technological advances of the country, such as the internet and social media. The Alt-Right is 

another white-homeland-seeking group involved in white identity politics that has evolved for 

the modern age.  Wearing robes and being outwardly racist is not a requirement of the Alt-

Right as they “explicitly avoid racial or racist language, and instead bring to mind rebellion or 

anti-establishment thinking,” which is more effective at growing their following.49 As opposed 

to using phrases like “white homeland” or “white hegemony”, Alt-Right leader Richard Spencer 

claims that they simply want “traditional western civilization” and consider themselves “race 

realists.”50 The Alt-Right found an ally in President Trump when he claimed to be anti-

establishment, and felt empowered when they helped organize the 2017 Unite the Right Rally 

in Charlottesville, Virginia.51 Preferring to be referred as the Dissident or New Right, the Alt-

Right showed their true colors when hundreds of white supremacists like skinheads and neo-

Nazis showed up at their Unite the Right Rally. 52 While the Alt-Right wants to portray 

themselves as a new conservativism, the reality is that they espouse the same beliefs as the 

first two groups reviewed and are responsible for a number of domestic terrorist attacks in the 

United States. Since the Alt-Right is a newer group that started in 2008, they were able to utilize 

                                                
48 “Alt-Right.” Southern Poverty Law Center, n.d. https://www.splcenter.org/fighting-hate/extremist-

files/ideology/alt-right.  
49 “Alt Right: A Primer on the New White Supremacy.” Anti-Defamation League, n.d. 

https://www.adl.org/resources/backgrounders/alt-right-a-primer-on-the-new-white-supremacy.  

 
50 Gray, Rosie. “The Alt-Right's Rebranding Effort Has Failed.” The Atlantic. Atlantic Media Company, August 14, 

2017. https://www.theatlantic.com/politics/archive/2017/08/alt-right-charlottesville/536736/.  
51 Ibid. 
52 Ibid. 
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the internet to grow their presence and their following. By capturing impressionable teenagers 

on the internet and giving them a sense of community, young white males now make up a 

pattern for identifying lone-wolf terrorists. 53 

 Interestingly enough, the group that shies away from making outwardly racist 

comments is possibly the most potent breeding ground for white nationalists in America online. 

While we further explore those influenced by the Alt-Right and radicalized through the internet 

in Chapter Two, underscoring this group’s influence, resources, and capability is important to 

note. The Alt-Right not only manages to encompass the white supremacist views of the groups 

that came before them, but they also identify as anti-feminist, anti-LGBTQ, anti-political 

correctness, and still brand themselves as a friendlier community that is tired mainstream 

politics.    

 
 

IV. Analysis & Conclusion  

The history of racism and white nationalism has proven to be deeply cemented in the 

foundations of the United States. Our history shows a nascent nation that created unequal 

structures that are still around today. White Nationalism has ingrained itself so deeply into the 

laws and institutions of the United States that to this day, the false narrative of Black-on-White 

crime continues to inflame racists to act.  This hateful and extremist ideology has given birth to 

a number of white nationalist groups, starting with the infamous and notorious Ku Klux Klan. 

Villainizing and assaulting Black Americans during the Reconstruction Period to the bombing 

                                                
53 Spaaij, Ramón. “Definition of Lone Wolf Terrorism.” Understanding Lone Wolf Terrorism SpringerBriefs in 

Criminology, 2011, 15–22. https://doi.org/10.1007/978-94-007-2981-0_3. 
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and murder of four young girls, the Ku Klux Klan is a deeply rooted and dangerous organization 

that is still around today. Richard Butler openly followed Adolf Hitler’s racist and eugenic-based 

theories and still managed to amass a measurable following the in the United States. 

Witnessing the kids that grew up with the internet fall prey to the propaganda of the Alt-Right 

online, we see how powerful and potent the ideas of white nationalism are. With President 

Trump struggling to condemn white nationalists multiple times, these groups have never felt so 

emboldened. These groups spew dangerous, racist, and vile rhetoric that is repeated by 

prominent politicians, regurgitated by people all over the internet, and that is already 

responsible for 90% of the terrorist attacks in 2020.54   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

                                                
54 “The Escalating Terrorism Problem in the United States.” The Escalating Terrorism Problem in the United States 

| Center for Strategic and International Studies, October 24, 2020. https://www.csis.org/analysis/escalating-

terrorism-problem-united-states. 
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Chapter Two 
 
 
Online Radicalization and the Social Media Dilemma 

 
 

 
I. Introduction 

 
This chapter will focus on social media and the role it plays in the rise of white nationalist 

terrorism, and, if efforts to regulate its content would help curb it. With technological innovation 

reaching new milestones and continuing to expand its presence in the lives of billions of people 

around the world, we are now more connected than ever before. There is no need to go find a 

payphone, a computer at the library, or frequent the postal office as we now have all of that and 

more on a small device that fits in our pockets. People everywhere possess the ability to exchange 

information and ideas with minimal effort. If you have internet access, you can teach yourself 

how to cook and speak French, or, how to build a bomb and connect with neo-Nazis and white 

nationalists.   

The free flow of ideas and exchange of information happening on the internet generally 

benefits the public; however, the internet does not distinguish between good or mal-intentioned 

individuals. With the advent of social media networks -such as Facebook and Twitter- fraudsters, 

extremists, and terrorists have found methods to integrate the internet to advance their 

malevolent goals. As technology continues to grow even more sophisticated, we must recognize 

that those who wish to do harm will further exploit its advancement. Social media and other 

interactive computer service providers facilitate, sometimes even accelerate, white nationalist 

radicalization and terrorism. Multiple case studies involving white nationalists and the internet’s 
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role in their radicalization will be outlined. The analysis gathered from these cases studies will 

allow us to inform our perspective and expand our knowledge of social media, the role it plays in 

the radicalization of white nationalists, and whether further content moderation is needed. 

 

II. Literature Review 

To begin the literature review, Section 230 of the Communications Decency Act will be 

explored along with opposing arguments over its potential reform. After delving into the debate 

over social media regulation, definitions and terms related to radicalization and terrorism will be 

defined and analyzed. While literature has previously reviewed these terms in matters related to 

radical jihad, research has found that these concepts are applicable to other forms of radicalism 

and extremism, such as white nationalism.55 The reviewed terms play an important factor in 

understanding the severity of white nationalist terrorism and how the internet provides them 

with opportunities for radicalization. 

Section 230 of the Communications Decency Act was originally enacted in 1996, over 25 years 

ago – well before the social media giants of today even existed.56 For this reason, some scholars 

and reformists argue that the United States Congress must reexamine Section 230 of the CDA, as 

with further innovation comes greater vulnerability. On the other hand, others believe that any 

reform or attempts to repeal Section 230 would be an affront on the First Amendment rights of 

American citizens. 

                                                
55 Cohen-Almagor R (2018) Taking North American white supremacist groups seriously: The scope and challenge 
of hate speech on the Internet. International Journal for Crime, Justice and Social Democracy 7(2): 38-57. DOI: 

10.5204/ijcjsd.v7i2.517. 
56 Facebook vs Twitter. (n.d.). Retrieved from https://www.diffen.com/difference/Facebook_vs_Twitter 
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After the Supreme Court ruled that Prodigy (a website) was the publisher of the 

defamatory content Stratton Oakmont(a company) was suing them for, former Representative 

Chris Cox and Senator Ron Wyden were inspired to act in defense of the internet.57 In the mid-

nineties, the internet was in its infancy and lawmakers were much more interested in its 

innovation rather than its regulation.58 Chris Cox and Senator Ron Wyden drafted Section 230 of 

the CDA establishing that “no provider or user of an interactive computer service shall be treated 

as the publisher or speaker of any information provided by another information content 

provider.”  With Section 230 included in the final passage of the Communications Decency Act of 

1996, Stratton Oakmont v. Prodigy, was overruled by the new federal legislation.59 While the 

original intent of the CDA was to protect children from indecent and obscene material posted 

online, the CDA was subject to immediate legal action after its passage.60 In the 1997 case of 

Reno v. American Civil Liberties Union, the Supreme Court ruled most parts of the CDA 

unconstitutional on First Amendment grounds that it was too broad, but upheld Section 230.61 

Today, one of the biggest avenues white nationalists utilize to promulgate hateful, 

inflammatory, and incendiary rhetoric are social media platforms. While Facebook, Twitter, and 

YouTube are classic examples of social media platforms where fake news and conspiracy theories 

                                                
57 Cox, Chris. 2017. Testimony of Chris Cox to the U.S. House Committee of the Judiciary – Subcommittee on 

Crime, Terrorism, Homeland Security, and Investigations.  https://netchoice.org/wp-content/uploads/2017-10-03-

Testimony-of-Chris-Cox-on-behalf-of-NetChoice-before-House-Judiciary-Subcommittee-on-Crime.pdf 
58 Morrison, S. (2020, August 05). Sen. Ron Wyden helped create the Big Tech industry. Now he wants to hold it 

accountable. Retrieved from https://www.vox.com/recode/2020/8/5/21339766/zuckerberg-privacy-law-facebook-

congress-wyden 
59 Clarke, C. (2014, January 07). How the Wolf of Wall Street Helped Write the Rules for the Internet. 

https://slate.com/news-and-politics/2014/01/the-wolf-of-wall-street-and-the-stratton-oakmont-ruling-that-helped-
write-the-rules-for-the-internet.html 
60 Danielle Keats Citron and Benjamin Wittes, The Internet Will Not Break: Denying Bad Samaritans § 230 

Immunity, 86 Fordham L. Rev. 401 (2017). 

https://ir.lawnet.fordham.edu/flr/vol86/iss2/3 
61 Ibid. 

 

https://netchoice.org/wp-content/uploads/2017-10-03-Testimony-of-Chris-Cox-on-behalf-of-NetChoice-before-House-Judiciary-Subcommittee-on-Crime.pdf
https://netchoice.org/wp-content/uploads/2017-10-03-Testimony-of-Chris-Cox-on-behalf-of-NetChoice-before-House-Judiciary-Subcommittee-on-Crime.pdf
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are spread, certain websites like 8Chan, Stormfront, and VDare, are notoriously known for their 

popularity with white nationalists.62 Regardless of what demographics or groups frequent these 

sites, they all are subject to Section 230 of the CDA . In layman’s terms, this means that tech 

platforms are not held responsible for offensive content like hate speech or the promotion of 

violence that happens on their websites. The immunity is extended even when a provider is 

notified and fails to take action, which was established after Zeran v. AOL.63 

Section 230 of the CDA “has served as an impenetrable shield preventing litigants from 

successfully bringing suit against social media companies.”64  In Fields v. Twitter, a lawsuit arguing 

that Twitter was liable for providing material support to the Islamic State (IS) by allowing IS 

members to join their platform, the U.S. District Court of Northern California ruled that Twitter 

was protected from liability as it fell within Section 230. 65 Jaime Freilich, author of Section 230’s 

Liability Shield in the Age of Online Terrorist, argues that the courts have created a dangerous 

legal precedent by continuing to apply Section 230 in a way that circumvents or defies other laws 

like the Anti-Terrorism Act and even the First Amendment. Freilich claims that terrorist 

propaganda shared on these sites fall “outside the realm of the First Amendment’s protection” 

because of its known results of indoctrination amongst vulnerable individuals.66 Danielle Keats 

Citron and Benjamin Wittes further support the notion that Section 230 is too sweeping by 

                                                
62 Wong, J. (2019, August 05). 8chan: The far-right website linked to the rise in hate crimes. from 

https://www.theguardian.com/technology/2019/aug/04/mass-shootings-el-paso-texas-dayton-ohio-8chan-far-right-

website 
63 “Zeran v. America Online, Inc. .” Electronic Frontier Foundation , November 12, 1997. 
https://www.eff.org/files/zeran-v-aol.pdf. 
64 Freilich, Jamie. Section 230’s Liability Shield in the Age of Online Terrorist, 83 Brook. L. Rev. (2017). 

https://brooklynworks.brooklaw.edu/blr/vol83/iss2/16 
65 “Fields v. Twitter.” Global Freedom of Expression, February 5, 2018. 

https://globalfreedomofexpression.columbia.edu/cases/fields-v-twitter/. 
66 Ibid. 
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highlighting how a number of designated foreign terrorists groups have an active online presence 

on various social media platforms even though there are “civil and criminal penalties for 

providing material support” to these groups. 67 Regardless of these civil and criminal penalties, 

and similar to the outcome in Fields v. Twitter, any efforts to hold these social network platforms 

accountable fail and will continue to do so under current precedent. While the origin of the 

overall CDA was to censor obscene and offensive material,” Section 230’s current application 

seems “inconsistent with [the] outlandishly broad interpretations that have served to immunize 

platforms dedicated to abuse and others that deliberately host users’ illegal activities.”68 In fact, 

co-author of Section 230, Chris Cox testified to the United States House of Representatives in 

2017 that he intended to have “the government impose liability on criminals and tortfeasors for 

wrongful conduct” and believed that “if an interactive computer service be[came] complicit, in 

whole or in part, in the creation of illicit content,” they would not be granted Section 230 

protection.69 

With Mr. Cox clarifying the intent behind Section 230 and admitting that “it would have 

been impossible” to mandate meaningful content regulation amongst the different platforms of  

today because of their growth, we understand that Congress wanted these platforms to self-

regulate themselves. In an interview with the Verge, Jeff Kosseff, author of The Twenty-Six Words 

That Created the Internet, claimed that “Congress did not want platforms to be neutral 

                                                
67 Citron, Danielle Keats and Wittes, Benjamin. The Internet Will Not Break: Denying Bad Samaritans § 230 

Immunity, 86 Fordham L. Rev. 401 (2017). https://ir.lawnet.fordham.edu/flr/vol86/iss2/3 
68 Ibid. 
69 Cox, Chris. 2017. Testimony of Chris Cox to the U.S. House Committee of the Judiciary – Subcommittee on 

Crime, Terrorism, Homeland Security, and Investigations.  https://netchoice.org/wp-content/uploads/2017-10-03-

Testimony-of-Chris-Cox-on-behalf-of-NetChoice-before-House-Judiciary-Subcommittee-on-Crime.pdf 

https://netchoice.org/wp-content/uploads/2017-10-03-Testimony-of-Chris-Cox-on-behalf-of-NetChoice-before-House-Judiciary-Subcommittee-on-Crime.pdf
https://netchoice.org/wp-content/uploads/2017-10-03-Testimony-of-Chris-Cox-on-behalf-of-NetChoice-before-House-Judiciary-Subcommittee-on-Crime.pdf
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conduits.”70  They wanted websites to perform their own content moderation and implement 

community or content guidelines for its users. However, critics on the other side of the argument 

believe that any further content moderation would endanger the freedom of speech. 71 

Derek Bambauer from the Brookings Institute believes that reforming Section 230 of the 

CDA would compromise the “free information exchange” Americans enjoy and would place a 

cost-burden on social media companies to increase their content-moderation that may yield no 

significant changes.72 Elaborating on the concept of “free information exchange”, we recognize 

that social media companies depend on user-generated content for revenue and to bolster user 

engagement (comment sections at the end of articles or social media posts). User-generated 

content accounts for an enormous amount of what is on the internet today and continues to 

grow as more users are drawn in by the engagement of others. Enrique Armijo, from Elon 

University, claims that Section 230 allows Americans to see what others are doing - whether it is 

tweeting conspiracy theories or seeing your friend celebrate their 35th birthday - and any reform 

to this section could take all that away. Social media giants like Facebook and Twitter, which now 

seem to be ingrained in the fabric of American democracy, would be subject to a number of 

lawsuits that could ultimately alter the entire purpose of these websites and the overall 

internet.73 Charles Cooke expands on the argument at hand by claiming that Section 230 of the 

CDA was “arguably the best law Congress has passed in the last three decades,” as its places 

                                                
70 Robertson, Adi. “Why the Internet's Most Important Law Exists and How People Are Still Getting It Wrong.” The 

Verge, June 21, 2019. https://www.theverge.com/2019/6/21/18700605/section-230-internet-law-twenty-six-words-

that-created-the-internet-jeff-kosseff-interview. 
71 https://www.cnn.com/2020/06/09/perspectives/ron-wyden-section-230/index.html 
72 https://www.brookings.edu/techstream/how-section-230-reform-endangers-internet-free-speech/ 
73 COOKE, CHARLES C. W. 2020. “Why We Need Section 230.” National Review 72 (11): 16. 

http://search.ebscohost.com.proxy1.library.jhu.edu/login.aspx?direct=true&AuthType=ip,shib&db=f5h&AN=14358

5595&site=ehost-live&scope=site. 
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“potential liability for social-media speech where it belongs: on the speaker”.74 Any reform ideas 

to either increase content moderation or repeal Section 2320 would result in a “weakened 

Internet, an emboldened set of trial lawyers, and a strengthened federal government,” which 

could be construed as a reduction of rights to the average American.  

With the number of complexities and nuances involved in social media content regulation 

law, along with the number of different proposals for reform -from stripping the ability of social 

media companies to self-regulate, targeting anti-conservative bias, or doing nothing at all- 

literature helps us understand why such a popular issue has not been met with a solution. This 

background will be useful as we continue on with our study. 

With Section 230 of the Communications Decency Act of 1996 granting social media 

companies liability protections, the need for vigorous content moderation has softened which 

has allowed the web to transform into a breeding ground for extremists like white nationalists. 

Fringe websites such as Stormfront, 8Chan, and VDare –message board sites– become echo 

chambers by offering people with extremist views a “greater opportunity to confirm existing 

beliefs”  than offline or physical interactions.75 Literature explains that the internet is a preferred 

echo chamber to actors as they seek to engage with people online to “confirm, rather than 

challenge, their existing beliefs.”76 An important distinction to make about echo chambers is that 

they attract actors who already held extremist beliefs, thus, making it unclear whether echo 

                                                
74 Ibif. 
75 von Behr, Ines, Anais Reding, Charlie Edwards, and Luke Gribbon, Radicalisation in the digital era: The use of 

the internet in 15 cases of terrorism and extremism. Santa Monica, CA: RAND Corporation, 2013. 

https://www.rand.org/pubs/research_reports/RR453.html. 
76 Macdonald, Stuart & Whittaker, Joe. (2018). Online Radicalization: Contested Terms and Conceptual Clarity. 
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chambers contribute to the process of “radicalization, or rather, if being radicalized cause the 

actors to engage in echo chambers.”77 

Online Radicalization. In a Community Oriented Policing Services (COPS) bulletin, the U.S. 

Department of Justice defined online radicalization as the “process by which an individual is 

introduced to an ideological message and belief system toward extreme views primarily through 

the use of social media.”78 This definition is a general interpretation of online radicalization, but 

there are multiple and varying opinions on the definition of radicalization.  While some argue 

that there are no true metrics to “gauge radicalization”, others claim it’s a process where “people 

become increasingly motivated to use violent means…to achieve behavioral or political goals.”79 

In the process of online radicalization, individuals will develop tendencies towards moral outrage, 

propensity to violence, and willingness to organize and execute plans where they can hurt 

others.80 McCauley and Moskalenko take the concept of radicalization even further by implying 

that when it happens, it affects more than one group or party.81 With the notion that 

radicalization is the outcome of a contentious relationship, whether or not both parties are aware 

of it, we start to understand that an ‘us v. them’ dynamic is a vital component of radicalization.  

In fact, Randy Borum claims that the first step in radicalization is the identification of an 

                                                
77 Ibid  
78 “Online Radicalization to Violent Extremism .” U.S. Department of Justice. Community Oriented Policing 

Services (COPS), n.d. https://www.theiacp.org/sites/default/files/2018-
07/RadicalizationtoViolentExtremismAwarenessBrief.pdf. 
79 Schmid, Alex. “Radicalisation, De-Radicalisation, Counter-Radicalisation: A Conceptual Discussion and 

Literature Review.” Terrorism and Counter-Terrorism Studies, 2013. https://doi.org/10.19165/2013.1.02. 
80 Ibid. 
81 McCauley, C., & Moskalenko, S. (2017). Understanding political radicalization: The two-pyramids model. 

American Psychologist, 72(3), 205–216. https://doi.org/10.1037/amp0000062 
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unsatisfactory or undesirable event that one will view as unjust and seek to place immediate 

blame on a specific group, nation, or race.82 

Most often, white nationalist terrorists are classified as lone wolf terrorists with a 

majority of them being found to be “unemployed, single white males with a criminal record.”83 

As members of these sites stumble upon extremist ideology and propaganda, they fall down an 

inevitable rabbit hole and soon socialize with similar people, further enforcing the idea that the 

internet acts as a breeding ground for domestic terrorists. 

Cognitive Opening. Many of the young white men that are radicalized by right-wing extremism 

are found to experience alienation and ostracization in their immediate community.84 

Wiktorowicz elaborates that when a potential actor faces “discrimination, socioeconomic crisis, 

and political repression” his previously held beliefs are shaken and becomes susceptible to 

radicalization. 85 

Right-Wing Extremism. Right-wing populism is based off the belief that nations should be 

“culturally homogenous”, and such ideological leanings have become the basis for right-wing 

extremism such as white nationalist terrorism. 86 Scholars have determined that some societal 

factors like economic grievances, the growing population and acceptance of minority 

demographics, and resentment towards government policies were some of the root foundations 

                                                
82 Borum, Randy. “Understanding the Terrorist Mind-Set.” PsycEXTRA Dataset, 2003. 

https://doi.org/10.1037/e318402004-002. 
83 Hamm, Mark and Spaaj, Ramon. “Lone Wolf Terrorism in America: Using Knowledge of Radicalization 

Pathways to Forge Prevention Strategies,” National Criminal Justice Reference Service. 

https://www.ncjrs.gov/pdffiles1/nij/grants/248691.pdf 
84 Lone Wolves: How to Prevent This Phenomenon?; https://www.icct.nl/download/file/ICCT-Bakker-deGraaf-EM-

Paper-Lone-Wolves.pdf 
85 Wiktorowicz Q. (2005). Radical Islam rising: Muslim extremism in the West. Lanham, Md.: Rowman and 

Littlefield Publishers, Inc.  
86 Greven, Thomas. The Rise of Right-wing Populism in Europe and the United States. 

https://www.fesdc.org/fileadmin/user_upload/publications/RightwingPopulism.pdf 
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for right-wing extremism. 87 These societal factors drive white nationalists to the point where 

they openly advocate for a “white, racial hegemony” and take issue with other groups of people– 

anyone not of white descent.88 

 

III. Methodology 

Recent history allows us to point to many instances where white nationalists or domestic 

terrorists committed acts of terror with the adoption of the internet as a tool in their final 

objective. While some examples, like Norway shooter Anders Breivik who massacred 77 people 

or the 2019 Christchurch shooter who live-streamed his attack would have been interesting cases 

to analyze, this paper is focusing on white nationalists in the United States. For this reason, we 

will look at three unique cases of domestic terrorism in the United States where the 

perpetrator/(s) was radicalized online or used the internet to organize, coordinate, or promote 

their attack. The three cases that will be closely analyzed are those of Dylann Roof, the 2017 

Charlottesville Alt-Right Rally, and Patrick Crusius. In each of these cases, we will apply the 

research question of whether interactive computer service providers facilitate, or accelerate, 

white nationalist radicalization and terrorism. If it appears that the internet played a minimal role 

in the radicalization or in the plot of a terror attack, then our hypothesis will be proven 

inaccurate. However, if it appears that the role of the internet and social media played a major 

role in either the radicalization or strategy of white nationalist terrorism, then our hypothesis will 

                                                
87 Piazza, James A. 2015. "The Determinants of Domestic Right-Wing Terrorism in the USA: Economic Grievance, 

Societal Change and Political Resentment." Conflict Management and Peace Science (March). 

http://journals.sagepub.com/doi/abs/10.1177/0738894215570429 
88 “White Nationalist.” Southern Poverty Law Center, n.d. https://www.splcenter.org/fighting-hate/extremist-

files/ideology/white-nationalist. 
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further support claims in support of Section 230 reform.  To measure the role of the internet as 

minimal will require the perpetrator to have held some type of extremist ideology before 

engaging in online forums or chatrooms, while a notable role of the internet would require 

individuals to have been radicalized fully online. In order to gather the appropriate facts, primary 

sources, such as manifestos posted online, and secondary sources will be reviewed. 

 

IV. Case Studies 

a. Charleston Shooter, Dylann Roof – Radicalized Online 

On June 17, 2015, white supremacist Dylann Roof, 21, shot and killed 9 people during 

bible study at the historic Emanuel African Methodist Episcopal Church in Charleston, South 

Carolina. 89 All of his victims were African American, which were the intended targets of his 

attack. After video surveillance showing Roof entering the church was released to the public, 

multiple people called in to identify him leading to his eventual arrest in Shelby, North 

Carolina.90 After confessing to his crimes, Roof admitted that his motivation for the deadly 

attack was to start a race war in response to the “[B]lack on White crime” that was happening 

in the United States.91 

On December 15, 2016, Roof was prosecuted and convicted on 33 counts, which included 

hate crimes and the destruction/defacing of religious property, and was sentenced to death. 

                                                
89 German Lopez, Timothy B. Lee. “Charleston Shooting: What We Know about the Attack That Left 9 Dead at a 

Black Church.” Vox. Vox, June 18, 2015. https://www.vox.com/2015/6/17/8802547/mass-shooting-emmanuel-

charleston-sc. 
90 Ibid. 
91 Rodlan, Cynthia. “Roof Talks of the How and Why of His Hate in Taped Confession.” The State. 

https://www.thestate.com/news/local/crime/article120075733.html. 
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92 During the trial, prosecutor’s presented evidence to support their argument that Roof was 

“self-radicalized online” and was immersed in “white supremacist ideology, including a belief 

in the need to use violence to achieve white supremacy.”93 One piece of evidence that 

surfaced shortly after Roof’s attack on innocent Black lives was one of the manifestos he 

drafted and posted online which outlined his theories on racial violence and the need to 

protect and establish a white hegemony. Evidence reveals that on the day of his attack, Roof 

accessed and edited his manifesto adding that “at the time of writing” he was “in a great 

hurry.”94 

Described as a troubled and reserved young white male with no job, the perpetrator fit 

the description of a lone-wolf terrorist, as earlier literature outlined. Growing up in a 

fractured home, dealing with mental health disorders, and the constant switching of schools, 

Dylan Roof was a prime target for online radicalization. He had a number of cognitive 

openings exacerbated by his environment, and had prior run-ins with the law.95 Roof claimed 

that the killing of an African American boy, Travyon Martin, in 2012 “awakened” him.96 After 

spending a considerable amount of time on the internet reading over the facts of the Trayvon 

Martin case, Roof then ran a Google search on “[B]lack on White crime” and was never “the 

                                                
92 Lind, Dara. “Charleston Shooter Dylann Roof Has Been Charged with a Federal Hate Crime.” Vox. Vox, June 19, 

2015. https://www.vox.com/2015/6/19/8813817/charleston-shooter-hate-crime. 
93  “Dylann Roof Manifesto.” Gawker. https://gawker.com/here-is-what-appears-to-be-dylann-roofs-racist-manifest-

1712767241. 
94 Robles, Frances. “Dylann Roof Photos and a Manifesto Are Posted on Website.” The New York Times. The New 

York Times, June 20, 2015. https://www.nytimes.com/2015/06/21/us/dylann-storm-roof-photos-website-charleston-
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95 Robles, Frances, and Nikita Stewart. “Dylann Roof's Past Reveals Trouble at Home and School.” The New York 
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96 “Dylann Roof Manifesto.” Gawker. https://gawker.com/here-is-what-appears-to-be-dylann-roofs-racist-manifest-

1712767241. 



29 

 

same since that day”. 97 While Google’s algorithms do not allow the exact search results from 

that day to be duplicated, it is assumed that Google submerged Roof down the radicalization 

rabbit-hole by feeding him white supremacist propaganda and websites. 98 Further 

supporting the argument that he self-radicalized online is the fact that Roof cited a number 

of white supremacist websites in his manifestos, like The Council of Conservative Citizens.99 

This sheds light on the type of extremist content he was digesting, later regurgitating, and 

eventually acting on. 

This case helps prove the original hypothesis that the internet and social media facilitate 

the radicalization of white nationalist terrorists. From the arguments put forward by the 

prosecution team to Dylan Roof’s own admittance that a Google search changed him, we can 

confidently say that social media allowed this white nationalist to self-radicalize online by 

quickly inflaming his misplaced beliefs. While this first case reviewed was pretty clear to 

follow and apply the hypothesis to, the second will be a bit more nuanced. 

 

b. 2017 Charlottesville Alt-Right Rally – Organized Online/Promotion of Violence 

Unlike the Charleston Shooting, the 2017 Charlottesville Alt-Right Rally involved multiple 

parties which resulted in the murder of one person.100 On the weekend of August 11th, 

America and the world were confronted with sickening scenes of hatred and bigotry when 

                                                
97 Ibid. 
98 Hersher, Rebecca. “What Happened When Dylann Roof Asked Google For Information About Race?” NPR. 

NPR, January 10, 2017. https://www.npr.org/sections/thetwo-way/2017/01/10/508363607/what-happened-when-
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neo-Nazis, Klansmen, and other white supremacists from various parts of the country 

descended upon Charlottesville in an organized alt-right rally.101  Ostensibly protesting the 

locally elected government's democratic decision to remove a monument of Robert E. Lee, 

the marchers chanted racist, anti-Semitic, anti-Muslim, and homophobic messages.102 

Heavily armed right-wing “militia” members intimidated local citizens and a mob beat 

Deandre Harris unconscious in a parking garage next to the police headquarters. 103 A white 

supremacist committed an act of domestic terrorism when he intentionally drove his car into 

a crowd of people, killing 32-year-old Heather Heyer and injuring dozens of others in the 

surrounding area. 104 While then-Attorney General Sessions called the car attack against 

Heyer an act of “domestic terrorism,” the perpetrator, James Alex Fields was ultimately 

sentenced to life in prison on federal hate crimes.105 

The notable distinction between this case and the first one is that the participants of this 

rally were already indoctrinated with right-wing and white nationalist ideology, however, the 

internet and social media still played a significant role in the organization of the event and in 

the promotion of the violence occurring at the rally. The rally was originally planned through 

a Facebook Event page, and when Deandre Harris was beat unconscious, the white 
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supremacists responsible for his attack took to social media to brag about their vile actions.106 

Additionally, other white supremacist websites circulated content mocking the murder of 

Heather Heyer. 107 While this prompted platforms to moderate content related to the rally, 

Section 230 protected these sites from any legal action. So, while the internet did not help 

these individuals self-radicalize, it did allow white supremacists to organize and share 

inflammatory ideas before ever meeting in person. Months before the event, right-wing 

extremists encouraged their followers to protest the removal of Lee monument, and even 

ran “the logistics of running a vehicle into the expected crowd of counter protestors.”108 The 

internet acted as facilitator in the execution of violence in the name of white supremacist and 

right-wing extremist ideology. Overall, while the case differed from the initial case, our 

analysis displayed how the internet and social media sites were used to facilitate white 

nationalist terrorism and ideology. 

 

c. El Paso Shooting –  Found Online Community/Online Radicalization  

The last case in this study will focus on one of the deadliest attacks against the Latino and 

Hispanic population in the United States. On August 3, 2019, Patrick Crusius, 21, drove to a 

Walmart in El Paso, Texas with an AK-47 looking to murder Mexican Americans.109 Patrick 
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Crusius took the lives of more than 20 people before surrendering to police and confessing that 

he targeted Mexican members of the community.110 Similar to the Charleston Shooting, an anti-

immigrant and white nationalist manifesto was posted online.111 

Also like Dylann Roof, Patrick Crusius was described as a loner young white male with no 

job.112 Classmates told stories about how Crusius preferred hanging out alone and was “very 

stand-offish”.113 Online, Crusius was much more of a natural, spending more than 8 hours a day 

on the computer.114 His home environment with his family seemed stable, but apparently faced 

bullying at school. That experience may have paved the way for a cognitive opening to develop, 

which left him susceptible to online radicalization. He found an online community where he did 

not feel ostracized or alienated. In fact, he told investigators that he came to his white 

nationalist and supremacist views by doing research online, but never spoke or organized “with 

other white nationalists in person.”115 These online communities he frequented were breeding 

grounds for individuals like himself. In the manifesto he drafted and posted before executing 

his deadly attack, Crusius referenced the Christchurch massacre in New Zealand and how he 

drew inspiration from it. When engaging on forums like 8Chan, he was absorbing and 

eventually speaking into the echo chambers radicalizing other young and ostracized white 

males with right-wing extremist ideology. The vicious cycle of young white males becoming self-
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radicalized online will continue to happen as we now expect other white nationalists to draw 

inspiration from Patrick Crusius himself.116 With this case’s overwhelming similarities to the 

Charleston shooting, it is no surprise that this case also upholds the hypothesis being tested. 

 

V. Analysis 

In the three cases analyzed, all of which happened in three different states in the country, 

the internet was a tool utilized in white nationalist radicalization and terrorism. While in some 

cases the internet was responsible for the initial radicalization of individuals, in other cases, it 

proved a useful tool in organizing white nationalist events that led to violence and the 

promotion of it. In a study conducted by the National Consortium for the Study of Terrorism 

and Responses to Terrorism, social media was not only found to be a tool in radicalization, but a 

growing one as well.117 Until meaningful reform on content regulation is achieved, we will 

continue to see social media accelerate, facilitate, encourage white nationalist radicalization 

and terrorism.  

 

VI. Conclusion 

The purpose of this chapter was to illuminate the role the internet and social media play 

in the rise of white nationalist radicalization and terrorism. While the internet has come a 

long way from its inception, the laws that regulate it seem to overlook the continuing 

sophistication of technology. We can expect to see further cases as the ones previously 
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reviewed, as our hypothesis showed the importance of the internet in matters related to 

white nationalism and radicalization. With internet access, young white males are 

susceptible to radicalization and surrounding communities face the danger of becoming a 

victim in an attack planned online drawing inspiration from other white nationalists. At the 

moment, Section 230 of the Communications Decency Act is interpreted by the courts in 

such a broad manner that victims of terrorism or hate crimes are not even allotted the 

opportunity to fight it. 118 Further discussion and debate are needed to hash out details and 

differences, but Congress must make it a priority. The United States will continue witnessing 

the same tragic cycle repeat itself until meaningful reform or efforts are made to rectify the 

failures of the current regulation system of social media companies. 
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Chapter Three 

Lack of Counterterrorism Strategy to Combat Domestic Terrorism  
 
 
I. Introduction 

With the long history of white nationalism and renewed organization and promotion 

through social media’s relaxed regulations, far-right terrorist attacks have accounted for 67 

percent of terrorist attacks since January 2020 in the United States. 119 Further, the Federal 

Bureau of Investigations (FBI) released its 2020 Homeland Threat Assessment where it declared 

that white supremacist extremists “will remain the most persistent and lethal threat in the 

Homeland.”120 However, there remains a lack of structure for the United States to proactively 

act against domestic terrorism or white nationalist terrorism. This is a clear result of the United 

States’ tunnel-vision focus on combatting Islamic extremism after the September 11, 2001 

attacks. Needless to say, Islamic extremism has been a major concern for the United States for 

years, but, its exclusive focus has allowed a new threat to emerge.  The new threat is home-

grown, domestic terrorism of white nationalists, white supremacists, and those from the far-

right who employ violence in hopes of establishing a white hegemony.121 Along with a 

transformation of the threat, a shift has been seen in rhetoric used by elected officials and their 

followers. Political leaders in the West have embraced fear-mongering, divisive, and racist 
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rhetoric which President Donald Trump employs in his governance style.122 This type of speech 

trickles down to everyday citizens, inspiring malevolent actors to act and plot – from governor 

kidnappings to the shooting of peaceful protestors. 123  

From overcoming various obstacles such as racial segregation in the United States and 

anti-Semitism in Europe, the West has undeniably had its dark days. Yet the growing 

acceptance of divisive and racist ideology looms in the horizon with the possibility to set back 

the democratic republic. While the main objective of this chapter is to illustrate how the United 

States’ tunnel-vision focus on combatting Islamic extremism allowed white domestic terrorism 

to thrive and highlight the lack of a federal statute criminalizing domestic terrorism, we first 

explore how the United States came to craft and structure their current counterterrorism policy 

agenda. 

II. Literature Review  

The literature review for this chapter will establish how white nationalism fits the 

terrorism definition while then showing the little resources the United States Government 

invested in countering it, and lastly, how their Islamic-focused counterterrorism strategies have 

embolden the wrong parties. 
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  An important factor to understanding the dynamics and state of play of 

counterterrorism strategy is to define terrorism, which Rajini Srikanth shares a solid and brief 

definition of. In chapter 57 of the book Keywords for Asian American Studies, Srikanth defines 

terrorism as “the actions of non-state actors or subnational groups to obtain a political, 

religious or ideological objective through the intimidation of a huge audience.”124 Srikanth goes 

on to elaborate that violent resistance in democratic countries, such as the United States, is 

often viewed as terrorism “because the democratic process should allow for the expression of 

dissatisfaction and anger through nonviolent means.”125 As Borum shared, the first step taken 

in the radicalization of a group or individual is that they identify an unsatisfactory or 

undesirable event that the individual will frame as unjust and blame the injustice on something 

such as a specific group of people, policy, or a whole nation.126 This has resulted in an ‘us versus 

them’ lens as the individual or group seeks to hold “a person or group responsible” who is 

deemed bad or evil, and intimidation tactics are employed to invoke fear in their intended 

audiences.127  Skrikanth and Borum put a focus on the component of fear in radicalization and 

terrorism, which is something that is notable from many other definitions. Through the 

previous chapters, we start seeing how white nationalism fits the terrorism template and why it 

should be taken as a serious threat to the nation.   

With literature establishing the definition and motives of terrorism, the focus shifts on 

how government counterterrorism strategy has specifically revolved on reacting to Islamist 
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extremism or jihadi terrorism.  Research illustrates that the majority of Countering Violent 

Extremism (CVE) policies are reactive and focused on one entire group as opposed to targeted 

solutions. The American Arab Institute has conducted an annual poll measuring public opinion 

on Muslims and Arabs, with the most recent 2017-poll showing favorable attitudes towards 

these groups rising to new highs. 128This is a stark difference to the polls conducted four years 

ago, where polls depicted a significant “erosion” in American attitudes towards Muslims and 

Arabs, posing a threat to the civil liberties of these minority groups. 129 While the uptick in 

public opinion has improved, the 2017 poll also found that the most negative views of these 

minority groups comes from individuals who affiliate themselves with the Republican party – 

the group that currently controls the White House and the United States Senate.130 Although 

CVE programs have attempted to enlist them as partners in their counterterrorism measures, 

the reality is that Muslims and Arabs have felt more surveilled than engaged. 131  In a research 

project by the Brennan Center for Justice, findings discovered that 85% of CVE programs 

“explicitly target” Muslim communities, however, the number of Muslim-led organizations 

funded through government programs has significantly dwindled. With funds to Muslim-led 

                                                
128 “American Attitudes Toward Arabs and Muslims.” Arab American Institute , July 29, 2014. 

https://d3n8a8pro7vhmx.cloudfront.net/aai/pages/9785/attachments/original/1431961128/American%20Attitudes%2

0Toward%20Arabs%20and%20tMuslims%202014.pdf?1431961128. 
129 Ibid. 
130 “American Attitudes Towards Arabs and Muslims”. Arab Institute. December 5, 2017. 

https://d3n8a8pro7vhmx.cloudfront.net/aai/pages/13564/attachments/original/1512430036/Poll_Release.pdf?151243

0036 
131 Bokhari, Kamran. “Countering Violent Extremism and American Muslims.” 

Https://Extremism.gwu.edu/Sites/g/Files/zaxdzs2191/f/Downloads/CVE Bokhari.Pdf, October 2015. 

https://extremism.gwu.edu/sites/g/files/zaxdzs2191/f/downloads/CVE Bokhari.pdf. 



39 

 

organizations siphoned for law enforcement organizations exclusively, Muslim communities 

have lost their ability to share their perspectives.132  

While the United States has implemented measures to counter violent extremism with a 

pretty distinct focus, these strategies struggle to “complement [overall] counterterrorism 

efforts” as they are reactionary measures.133 With the understanding of what motivates 

terrorism and a focus on reactive measures in government strategy, there are academic 

theories that propose government policies and programs meant to curb radicalization actually 

exacerbate the problem.134 With a majority, if not all, of the policies put in place applying to 

one entire group or set of problems, the reality is that every radicalization case is different and 

what may work for one, will not work for another. Furthermore, scholarly research advocates 

for greater involvement of local governments in combatting radicalization and homegrown 

terrorism, as opposed to solely the federal government who upon entering the scene could be 

missing key dynamics that local governments may help shed light on.135 

In all, literature has shown what problems counterterrorism policy faces, yet 

government strategy has yet to shift. In fact, in testimony to the Homeland Security House 

Committee from Seamus Hugues, Deputy Director of the Program on Extremism for George 

Washington University, Hughes highlights the problems with the United States’ current policy 

prescriptions for counterterrorism – including the potential civil liberty violations with the 
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current CVE programs – but also claims there is still time for these programs to make an actual 

difference with the right reforms. 136 He cites lack of funding, lack of an agency lead, sole focus 

on Islamist extremism, and the resistance from Muslim communities as problems the federal 

government needs to address.137 While there are flaws in the current counterterrorism policies 

of the United States Government, it is important to acknowledge that the mere existence of a 

structure for addressing international terrorism is present. The new frontier of terrorism, 

domestic terrorism, unfortunately does not have the same framework, resources, or attention 

needed to be properly addressed or combatted. 

III. Methodology  

This chapter will focus on giving the reader an outline of the counterterrorism strategy in 

response to the 9/11 attacks, its evolution in addressing a variety of threats, and how the 

Trump Administration has willingly ignored the rising threat of far-right and white nationalist 

violence. We will proceed to analyze three domestic terrorism attacks in the United States; 1) 

The 2018 incident where an individual who was deeply influenced by Trump’s incendiary 

rhetoric sent pipe bombs to Democratic-party leaders he believed were enemies of Trump, 2) a 

White Nationalist and former Coast Guard Lieutenant plotting a massive assassination plot, and 

3) the attempted kidnapping of Michigan Governor Gretchen Whitmer.138  The FBI definition of 

domestic terrorism will be applied to each case, which will highlight the need for the United 
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States to address the lack of a federal statute criminalizing domestic terrorism in the U.S. Code. 

Finally, a proposal codifying it as a criminal offense will be offered. 

 

 

 

IV. Counterterrorism Strategy in the United States  

The United States of America has undergone a number of transitions and evolving 

periods in regard to their counterterrorism strategies. A specific point in time that bolstered 

and displayed concentrated efforts was after the 9/11 attacks on the World Trade Center in 

New York, and on the Pentagon in the nation’s capital. Even before these attacks, 

counterterrorism policy was on the government’s agenda, however, there were no concrete 

action plans made until nearly a decade later.139 With the layout of the United States’ federal 

government, it was clear that any preventive strategies would have to address the disconnect 

between federal authorities and state and local authorities. It would also require investing in 

training various forces, engaging with and empowering communities, and defining all types of 

extremism – not just Islamic. While the administrations of President Bush and President Obama 

stuck to these areas of focus in mapping their counterterrorism strategies, the current Trump 

administration has augmented the priorities and partnerships of its own counterterrorism 

blueprint.  
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Despite the recovery efforts which ensued the 9/11 attacks, it quickly became apparent 

that the United States was dramatically under-prepared to respond to a terrorist attack of that 

caliber. In response, one of the first acts the Bush administration took was the creation of the 

National Commission on Terrorist Attacks Upon the United States (the 9/11 commission), an 

independent and bipartisan group.140 The purpose of the 9/11 commission was to deliver “a full 

and complete account of the circumstances surrounding the September 11 attacks.”141 The 

report ultimately concluded the United States did not understand how grave this threat was” 

and that the enemy was more “sophisticated, patient, disciplined, and lethal” than originally 

assumed to be.”142 While this report helped the United States bolster its security forces, a 2008 

report by the Senate Homeland Security Committee concluded counter-radicalization efforts 

were still limited and not meeting the goals of the government’s agenda.143 It was not until ten 

years after 9/11 that the first outlined counter-radicalization strategy, though skeletal, was 

released under the Obama Administration. “Empowering Local Partners to Prevent Violent 

Extremism in the United States” highlights the importance of addressing the wide scope of 

extremism, and how focusing on a threat narrowly, without regard to all forms of threats, will 

fail to be a solution that will secure America and all of its communities.144 Additionally, it 

stressed how Muslim communities would be engaged in finding solutions and how the federal 

government was committed to deterring backlash against Muslim Americans. With its goal of 
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community-based approaches, strengthening “partnerships and networks among local 

stakeholders,” training state and local governments and law enforcement agencies, it was the 

biggest step America made in addressing the growing threat of violent extremism not only in 

the United States, but the entire world.145  

With an actual counterterrorism plan implemented, the Trump administration was able 

to inherit this, while adding its own tweaks and policy initiatives. Since he took office though, 

Trump and his administration have been pushing stronger and more restrictive immigration 

policies – such as travel bans on Muslim-majority countries and family separation. Such policies 

have helped embolden the far-right communities, while also furthering divisions and the idea of 

a “race war” by white supremacists.146  

Another strategy the Trump administration has employed is to re-center the terrorist 

threat by shaking up the Department of Homeland Security’s priorities. Even though annual FBI 

reports on hate crimes consistently show spikes against minorities and a decrease in attacks on 

personal property, the President was still interested in renaming the Countering Violent 

Extremism programs to ‘”Countering Islamic Extremism” or “Countering Radical Islamic 

Extremism”. 147 Such proposals were never made official, however, these proposals provide 

insight into the overall motives driving the Trump administration. Adding further support to the 

claims that the Trump administration is downplaying the threat of white nationalist terrorism 

was a 2020 whistleblower complaint from Brian Murphy, the former Undersecretary for the 
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Department of Homeland Security’s Office of Intelligence and Analysis.148 Mr. Murphy claimed 

that agency leaders requested he prepare his intelligence reports in a way that made the threat 

of white nationalism and far-right violence “appear less severe as well as include information 

on the prominence of violent ‘left-wing’ groups.”149 Mr. Murphy is not the only official that has 

come forward about the administration’s attempts to downplay the threat of white 

nationalism, or the president’s total lack of interest to engage in conversations on the matter. 

150 With the Trump Administration in the White House, extremism and radicalization has 

continued to evolve – as seen by the dramatic rise of far-right and white nationalist attacks. 151 

With think-tanks and executive agencies reporting that far-right groups are behind most U.S. 

terrorist attacks, the United States Government must start building a resilient architecture 

against the rise of white nationalist terrorism. 
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V. Domestic Terrorism  

While research shows the amount of resources and funding put forward to combat 

Islamist terrorism, domestic terrorism has experienced a dramatic rise all over the Western 

world with no specific plans to counter its growth. To further cement the threat of domestic 

terrorism on the United States, FBI Director Christopher Wray testified before the Senate 

Judiciary committee in July 2019 that a majority of domestic terrorism cases were “motivated 

by some version of White Supremacist violence.” 152 Further corroborating these claims, a 

special report by TIME Magazine found that far-right extremism and white-supremacist 

terrorism have been responsible for almost three times as many attacks on U.S. soil as Islamic 

terrorists since 9/11.153 Regardless of these astounding facts, FBI employees have disclosed that 

they feel their research and warnings on domestic terrorism have been ignored, as only “20% of 

the bureau’s counterterrorism field agents are focused on domestic probes.” With the rise of 

technology, right-wing ideology being spewed at the highest levels of government, and the lack 

of accurate federal regulations and resources, domestic terrorism has been able to rapidly 

thrive as seen by the frequent number of attacks in recent years. The following case studies 

that will be analyzed will help show the reader how far domestic terrorists are brought to 

justice under the law, and why a change needs to be made to the US Code as it does not 

currently criminalize domestic terrorism at the federal level. Under the relevant section, it only 

                                                
152 Wray, Christopher. “STATEMENT OF CHRISTOPHER WRAY DIRECTOR FEDERAL BUREAU OF 
INVESTIGATION.” US Senate Judiciary Committee, July 23, 2019. 

https://www.judiciary.senate.gov/imo/media/doc/Wray Testimony1.pdf. 
153 Bergengruen, Vera, W. J. Hennigan, Alana Abramson, Tessa Berenson, and John Walcott. 2019. “The Terror 

Within. (Cover Story).” TIME Magazine 194 (6): 20. 

http://search.ebscohost.com.proxy1.library.jhu.edu/login.aspx?direct=true&db=f5h&AN=137955932&site=ehost-

live&scope=site. 



46 

 

speaks to international terrorism. Regardless, each case will be measured against the FBI’s 

definition of domestic terrorism, which they describe as “violent, criminal acts committed by 

individuals and/or groups to further ideological goals stemming from domestic influences, such 

as those of a political, religious, social, racial, or environmental nature,” to see if they fit the 

crime and see what justice was served. 154 

VI. Case Studies  

a. Cesar Sayoc Pipe Bombs  

In October 2018, a Florida resident, Cesar Sayoc, plotted to physically harm Democratic-

party leaders that he believed were President Trump’s enemies. Sayoc compiled a list of 100 

potential targets from the Democratic Party, journalists, and entertainers, all who at some 

point in their career have been critical of President Trump.155 Authorities started reporting 

about intercepting explosive packages to people like President Barack Obama, Hillary Clinton, 

George Soros, and other popular figures.156 After tracking down Sayoc, the FBI arrested him 

from a white van covered in far-right propaganda and Trump photos where he was building the 

pipe bombs he was sending out.157 After Sayoc’s questioning, it was discovered that he spent a 

notable amount of time online frequenting far-right websites and engaging in discussions that 

led to his eventual radicalization. In fact, Sayoc’s sentencing memo referenced the amount of 
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time he spent watching Fox News TV claiming that “they deployed provocative language to 

depict Democrats as murderous, terroristic, and violent” which furthered Sayoc’s 

radicalization.158  Sayoc ultimately plead guilty to 65 Felonies for “Mailing 16 Improvised 

Explosive Devices in Connection with [the] October 2018 Domestic Terrorism Attack.”159 While 

Assistant Attorney General John Demers called Sayoc’s mail pipe bombs “acts of domestic 

terrorism,” not one charge outlined was ‘domestic terrorism’.160 A lone terrorist who conspired 

and acted alone was charged with multiple counts related to using a weapon of mass 

destruction, interstate transportation of an explosive, conveying a threat in interstate 

commerce, illegal mailing of explosives with intent to kill or injure another, and carrying an 

explosive during the commission of a felony. 161 Cesar Sayoc will return to the streets of Florida 

as a free citizen in 20 years. 162 This attack clearly fits the FBI’s definition of domestic terrorism 

because it was violent and inspired by political beliefs, however, the justice system was not able 

to charge him as so. 

b. Christopher Hasson Assassination Plot  

In February 2019, the FBI secured a search warrant for Christopher Hasson, a white 

nationalist who was also a lieutenant in the U.S. Coast Guard.163 Hasson was plotting a terrorist 
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attack to “exact retribution on minorities and those he considered traitors” such as politicians 

and journalists.164 After securing a search warrant, the FBI discovered a massive stockpile of 

firearms, weapons, and an internet history revealing he wanted to use “forced violence” to 

“establish a white homeland.”165  Self-identifying as a white nationalist or “skinhead” for over 

30 years, Hasson was apparently following the instructions of Anders Breivik’s manifesto, the 

far-right terrorist of the 2011 Norway attacks.166 Hasson also amassed a long list of targets 

mostly from the Democratic Party who he identified as “traitors.” While little information was 

given on how long the FBI was investigating Hasson for, the notable part is that they 

intercepted the attack he was planning before anything happened, unlike the first case 

analyzed. Hasson was ultimately charged “with unlawful possession of unregistered silencers, 

unlawful possession of firearm silencers unidentified by serial number, possession of firearms 

by an addict and unlawful user of a controlled substance, and possession of a controlled 

substance” – basically federal gun and drug charges.167 Again, even though the actions of 

Hasson fall under the FBI definition for domestic terrorism, he did not receive that label under 

the law. That is because when a domestic terrorist is caught before he executes his attack, the 

list of applicable charges is even slimmer. Even after federal prosecutors pursued charges 
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against him collecting weapons and formulating plans to establish a “white homeland” through 

mass violence, the judge agreed to release him from pre-trial detention because the U.S. 

Attorney’s Office did not charge him with any terrorism-related crimes. In the end, Hasson was 

sentenced to 13 years in prison.168 

c. Attempted Kidnapping of Michigan Governor Gretchen Whitmer 

A far-right militia group plotted to kidnap Michigan Governor Gretchen Whitmer after 

they grew extreme grievances with the Governor’s decision to close down businesses because 

of the novel coronavirus pandemic.169 From suggesting the murder of people they believed 

were “tyrants”, having the governor stand trial in their pseudo regime, and hopes of igniting a 

“civil war leading to societal collapse,” the Wolverine Watchmen are a far-right domestic 

terrorist group in Michigan.170  The assembling of the group and the plotting of the attack 

began through social media websites, as did the scheduling of the “secret training drills” they 

were practicing.171 Michigan’s Attorney General Dana Nessel claimed that multiple white 

supremacy groups and militia groups have been acting in accordance with one another.”172 

These radicalized individuals who were anti-government and pro-civil war found each other in a 

common breeding ground, and crafted a sophisticated plan to kidnap an elected official. The 
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FBI was monitoring the group for a couple months and even utilized “Confidential Human 

Sources” and “Undercover Employees” to collect information.173 On October 8, 2020, the FBI 

announced that they arrested and charged members of this group with conspiring to kidnap 

Michigan Governor Gretchen Whitmer, while the state government charged this group with 

providing material support of terrorist activities and of possessing a firearm.174 While official 

sentencing has yet to be decided on, Michigan’s penal code outlines a “Michigan anti-terrorism 

act” which categorizes an act of terrorism “whether or not committed in this state.”175 The 

state government had available and applicable charges related to domestic terrorism, a sharp 

contrast to federal law. The investigation is still ongoing, but details of potential plans to kidnap 

the Virginia Governor, Ralph Northam, have since emerged. 176 Once more, this situation fits 

the definition of what the FBI defines as domestic terrorism. 

 

VII. Analysis 

In all three case studies, the FBI definition of domestic terrorism, “violent, criminal acts 

committed by individuals and/or groups to further ideological goals stemming from domestic 

influences, such as those of a political, religious, social, racial, or environmental nature,” fits all 

the crimes analyzed. 177 Cesar Sayoc was motivated to create and mail pipe bombs for political 
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reasons to target Democrats, Christopher Hassan planned a criminal fatal act in order to 

further his far-right and white nationalist ideological views, and the Wolverine Watchmen 

conspired to kidnap a governor with whom they had political and social grievances with.  

While the case studies in the second chapter focused on the radicalization of white nationalists 

through social media, the three cases in this chapter focused on what charges radicalized 

individuals-turned-domestic terrorists face once they meet the federal criminal code. Either 

committed alone, plotted for years, or conspired with others, the three cases showed different 

elements in where the U.S. Code came short for judges and prosecutors attempting to seek 

the appropriate type of justice when the only terrorism charges available involve “conduct 

transcending national boundaries”.178 Left with federal gun, drug, or hate crime charges, the 

lack of a domestic terrorism statute stifles justice for those who most deserve it – those who 

commit acts of terror or violence in the name of their extreme ideological beliefs though in a 

democratic republic, instill fear in minority groups, and target people who share the same 

citizenry as them. Moreover, since domestic terrorism is not officially a federal crime, 

oftentimes domestic terrorist incidents are underreported due to differing classifying 

terminology. 179 For instance, the United States currently charges most incidents related to 

domestic terrorism under hate crime statutes, which are also underreported as not all police 

departments are trained properly on identifying a hate crime. 180 
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VIII. Policy Background and Criminal Offense Proposal 

For the past couple years, there has been a push for the federal government to officially 

criminalize domestic terrorism, but sadly no attack – from the fatalities in Charlottesville to the 

proposed Michigan Governor kidnapping – has given it any real legislative momentum.181 

Some members in Congress have come forth with their own proposals, such as the Domestic 

Terrorism Prevention Act. This legislation does not propose criminalizing domestic terrorism, 

but rather tasks the Department of Justice with monitoring domestic terrorist activity, 

submitting annual reports to Congress, and implementing training programs to aid state and 

local governments in detecting these specific cases.182 The Domestic Terrorism Prevention Act 

was first introduced in 2017, and has seen little activity beyond its introduction, until 2020. 183 

Democratic Congressman Brad Schneider of Illinois introduced the House version of the bill 

and it successfully passed by voice vote on September 21, 2020.184  Senate Democrats such as 

Senators Dick Durbin and Tim Kaine attempted to take advantage of the momentum and 

brought the Senate version of the bill up through a unanimous consent request.185 Although 
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Republicans objected, it was notable that 2 days prior President Trump hesitated with offering 

a forceful condemnation of white nationalists and even made a comment to “stand back and 

stand by” to the Proud Boys – a far-right group known to employ violence.186  

As rhetoric continues to worsen and the threat of white nationalist terrorism trending 

up, scholars, officials, and even federal judges are advocating for the government to make 

changes to the U.S. Code. Then-U.S. Attorney Thomas Cullen in the Western District of Virginia 

played a pivotal role in the prosecution of the white nationalists that organized and 

participated in the 2017 Charlottesville Alt-Right Rally. Recently appointed and nominated by 

President Trump as Judge of the United States District Court for the Western District of 

Virginia, Cullen acknowledged the Republican politics of looking the other way in terms of 

domestic terrorism, but also claimed that white supremacist violence is up and “prosecuting 

them is common sense” and “the right thing to do”.187 Further, Cullen believes that law 

enforcement has been “slow to respond” to white nationalist terrorism because of the 

“limited number of enforcement tools available to prosecutors”.188 Cullen asked elected 

officials to consider a federal statute that would “allow for the terrorism prosecution” of white 

nationalists and extremists “who commit acts of violence, threats, and other criminal activities 

aimed at intimidating or coercing civilians.”189 
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Congress should implement legislation to immediately codify domestic terrorism as a 

criminal offense in the U.S. Code. Not only would it give law enforcement the proper tools to 

prosecute white nationalist terrorists, but it would also give them the needed resources to 

track, search, and disrupt any other plans across different agencies. At the moment there is no 

“central repository in the federal government for systematically collecting, analyzing and 

disseminating data on acts of domestic terrorism,” and thus any legislation to codify domestic 

terrorism as a criminal offense should also include reporting requirements for executive 

agencies.190 The Domestic Terrorism Prevention Act does include reporting mandates that 

could be woven into a more comprehensive plan to criminalize domestic terrorism.  

Similarly suggested by Lawfare, I propose making a criminal offense of domestic 

terrorism and modeling it after the current code for international terrorism.  Such a proposal 

would make it a federal criminal offense to: “kill, kidnap, maim, commit an assault resulting in 

serious bodily injury or an assault with a dangerous weapon, or destroy property causing 

significant risk of serious bodily injury” when done under one of the intents of the federal 

definition of domestic terrorism such as to (1) intimidate or coerce a civilian population, (2) 

influence the policy of government by intimidation or coercion, or (3) affect the conduct of a 

government.”191 In addition, by codifying domestic terrorism, prosecutors could avail 

themselves of the predicate crime under 18 U.S.C. § 2339A “Providing material support to 

terrorists,” which criminalizes providing material support or resources “or conceal[ing] or 
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disguise[ing] the nature, location, source, or ownership of material support or resources, 

knowing or intending that they are to be used in preparation for or in carrying out” any one of 

a list of terrorism offenses.192 This proposal would have been applicable to the assailants 

discussed in both chapters 2 and 3. Most importantly, there is a symbolic nature to the 

criminalization of domestic terrorism at the federal level. It would show our allies across the 

globel and plotting white nationalists within the country that the United States takes domestic 

terrorism just as seriously as international terrorism. The Federal Government would be 

responding to a growing threat and providing law enforcement with the necessary tools to 

build an architecture to combat domestic terrorism.  

 

IX. Conclusion 

The counterterrorism strategy of the United States government has gone through a great 

deal of evolution since the fatal 9/11 attacks. Although the United States was initially 

underprepared to handle threats to the homeland, they eventually developed a plan that 

seemed to only react to radical Islamic violence. While previous Administration’s attempted to 

broaden strategies for different types of threats, the Trump Administration has reversed 

progress despite daily reports describing the accelerating threat of white nationalist, 

extremists, and other domestic terrorists. Without investing the proper resources in our law 

enforcement agencies, this problem will continue to grow and threatens the safety of 

Americans everywhere. Advocates and law enforcement officials themselves have been 
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sounding the alarm on domestic terrorism and asking the Federal Government to help them 

bring justice to these assailants. The United States Congress should heed the call and put 

forward a comprehensive legislative proposal that not only criminalizes domestic terrorism at 

the federal level, but also enacts reporting and investigative mandates for intelligence and law 

enforcement agencies to report and inform the government on.  
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Conclusion  

The research paints a clear picture: domestic terrorism is a growing and evolving threat 

that the United States must face. Inaction on all fronts will cost us innocent lives, and that is too 

high a risk for national security standards. White nationalist terrorism feeds off the racist and 

despicable history of the United States. From slavery, Jim Crow laws, to police brutality, we 

have witnessed the architecture of racism continue to haunt Black Americans today. In fact, the 

theory of black criminality was based off a biased and racist data-revolution that purposely kept 

Black Americans out of modern cities and into the ghettos.   

The racist history of America is kept alive through the different White Nationalist 

factions that organized with the main objective of establishing a white hegemony. The Ku Klux 

Klan, the Aryan Nations, and now the Alternative-Right continue to spread disinformation, 

incite violence, organize crime, and have enjoyed minimal repercussions for their actions.  

Donald Trump continues to embolden them by the rhetoric he uses, the people he chooses to 

surround himself with, and the policies his Administration implements. With his devoted 

followers clinging onto his every word, they are also users of social media networks.  

The internet and social media has been a powerful tool to connect millions around the 

world, but without limitations and regulations for national security, it will continue to help 
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radicalize white nationalists. Section 230 of the Communications Decency Act must be 

reformed to allow the law to serve its intended purpose. As one of the authors of the section 

noted, the courts have interpreted this law too broadly and social media companies will spend 

millions to make sure it remains untouched. While Section 230 empowers these companies to 

self-regulate, the reality is that they are businesses first. They will continue implementing 

algorithms to boost user engagement, while not realizing which algorithms are radicalizing 

vulnerable or susceptible individuals. A breeding ground, echo chamber, and vacuum all in one, 

the internet is a growing tool in the radicalization of homegrown extremists in the United 

States. 

With far-right terrorism already leading attacks in 2020, it is clear that the threat is at an 

all-time high. Hate crimes, drug offenses, or gun charges may be able to put an assailant behind 

bars, but it will never be enough to truly serve justice to a white nationalist that committed a 

massacre. At the moment, without domestic terrorism as a criminal offense, the United States 

is presenting itself as unprepared and unwilling to take a stance. With white nationalists feeling 

embolden by who currently occupies the White House, the United States Government must 

make an effort to send a message that it has zero tolerance for domestic terrorism of any kind.  

While this thesis adds to the research on domestic terrorism, there are unexplored 

territories that could contribute to shaping our counterterrorism strategy. The Southern 
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Poverty Law Center testified before Congress in February 2020 on how dozens of veterans and 

active-duty service members are engaging in white supremacist activity.193 Not only is white 

supremacy an alarming problem for the Armed Forces, but it has also infiltrated local law 

enforcement agencies. If domestic terrorism becomes a federal crime, white nationalists in 

positions of power could prove to be a roadblock to enforcing such a statue. This is an area 

where more research should be conducted.  

In conclusion, the United States must acknowledge and take down its racist institutions, 

regulate social media companies, and make domestic terrorism a federal crime. It is possible 

that after the 2020 U.S. General election, a new occupant in the White House will make it a 

priority. If it is, then I recommend immediately investing resources, funding, and other tools to 

combat domestic terrorism from all potential angles. The time to act has long passed, but it is 

not too late to start.  
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