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Abstract 

The United States has yet to enact federal privacy legislation to regulate the use of personally 

identifiable information, in spite of a 15 year trend of a rising number of data breaches 

associated with the increasing value of such data. 

While Congress has struggled to agree on a number of proposals put forth in recent sessions, 

the European Union has enacted the GDPR to protect the privacy of European citizens.  

California has enacted the CCPA to protect residents of its state and many other states are in 

process of doing the same. 

The Privacy Bill of Rights would create a nationally recognized set of privacy rights for United 

States Consumers, protect them by recognizing a private right of action and empower 

enforcement through the establishment of an independent Federal Data Protection Agency.  

This independent analysis of the Privacy Bill of Rights will evaluate its ability to meet three goals  

1. To provide consumers with clearly defined rights as to how their personally identifiable 
information is used and shared.  

2. To provide added protections to consumers whose privacy rights are violated by 
businesses. 

3. To reduce US business’s vulnerability to data breaches.  

The Privacy Bill of Rights may face political feasibility issues that will be further discussed.  

However, based on this analysis, the Privacy Bill of Rights would accomplish its goals and the 

recommendation is to pursue this bill. 

Advised by: Professor Paul Weinstein 
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Memorandum 

From: Maxine Given 

To:    Roger Wicker- Chairman U/S. Senate Committee on Commerce, Science and 
Transportation 

 
 

ACTION FORCING EVENT 

 
On January 28, 2021, the day known by House Resolution HR 31 as Data Privacy Day, CNET noted on its 

website, “About 1,100 data breaches were publicly disclosed in the US in 2020.1”   According to the 

report, those breaches affected about 300 million individuals.2 At an average cost of $3.92 million dollars 

per breach that is a $4.3 billion problem.3  That figure is an increase of 12% over five years, with no signs 

of slowing.4”      

The growing vulnerability of individuals’ personal data motivated the European Union to enact GDPR in 

2018, with the goal of giving individuals control over their personal data and unifying the regulation 

within the EU.  Since GDPR, three states in the United States, California, Nevada and Maine have passed 

their own privacy laws and several others have legislation in the works.  The Federal Government needs 

to act quickly to provide comprehensive national protection to our citizens.  

Statement of Problem  

Over the last decade, mass cyberattacks against large organizations have increased5 , each accompanied 

by significant and increasing tangible and intangible costs to people, businesses, and the US economy as a 

                                                           
1 Hautala, Laura. (2021, January 28). CNET. Retrieved from CNET.COM/NEWS: https://www.cnet.com/news/identity-

thieves-raked-in-billions-with-your-data-even-as-breaches-fell-in-2020 
 
2 Ibid 
3 IBM Security and Ponemon Institute. (2019). Cost of a Data Breach Report. p.5 
 
4 Ibid 
5 Hicham, Hammouchi, Othmane Cherqi, Ghita Mezzour, Mounir Ghogho, Mohammed El Koutbi, 
Digging Deeper into Data Breaches: An Exploratory Data Analysis of Hacking Breaches Over Time, 
Procedia Computer Science, Volume 151,2019, Pages 1004-1009,  
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whole6.  As technology advances, now including things like facial recognition and the Internet of Things, 

the risk for individuals to have their personally identifiable information exposed increases along with it.   

The chart below from Stastista.com reveals a 67 % increase in the number of data breaches between 

2010, when there were 662 breaches, and the final reporting for 2020 when there were 1108 data 

breaches7. 

Figure 1Annual number of Data Breaches and Exposed Records from 2005 to First Half of 2020 

From Statista.com, www.statista.com/statistics/273550/data-breaches-recorded-in-the-united-states-by-number-of-breaches-and-

records-exposed/ 

While there was a decline between 2019 and 2020 in the number of breaches, this is thought to be a 

result of a shift in the tactics used by bad actors. “Cybercriminals are simply shifting their tactics to find a 

 

6 Ashenmacher, G. (2016). Indignity: Redefining the Harm Caused by Data Breaches. Wake Forest Law Review, 51(1), 
1–56. 

7 Schwartz, Matthew “Reported US Data Breaches Declined by 19% in 2020”, Bank Info Security.com, 29 January, 
2021, https://www.bankinfosecurity/com/reported-us-data-breaches-declined-by-19-in 2020 

 
 

http://www.statista.com/statistics/273550/data-breaches-recorded-in-the-united-states-by-number-of-breaches-and-records-exposed/
http://www.statista.com/statistics/273550/data-breaches-recorded-in-the-united-states-by-number-of-breaches-and-records-exposed/
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new way to attack businesses and consumers. It is vitally important that we adapt our practices, and shift 

resources, to stay one step ahead of the threat actors.8"  The following chart  from Identify Theft 

Resource Center supports that notion, noting the types of Personally Identifiable Information (PII) those 

2020 breaches compromised are some of the of those most valuable types to hackers. 

 

Figure 2200 Breached Data Attributes 

From” Identity Theft Resource Center 2020 In Review Data Breach Report”, released January 28,2021, Identity Theft Resource 
Center, idtheftcenter.org. 

The motivation for data breaches stems from the increasing value of data itself, with data now being 

called the new oil, or the new currency.   Often times, in today’s economy, the most valuable asset Big 

Tech Companies own is their customers’ personal data. ”Data has become the engine that powers 

companies across numerous sectors. They rely on consumer data to drive profitability by influencing the 

rational decisions taken by the end consumer9.”  In her recent article for Vox, Rani Molla Technology 

journalist for the Wall Street Journal, calculates that in theory internet companies would have to pay $35 a 

month to each person to replace the advertising revenue they receive for using the data people are giving 

                                                           
8 Schwartz, Matthew “Reported US Data Breaches Declined by 19% in 2020”, Bank Info Security.com, 29 January, 2021, 

https://www.bankinfosecurity/com/reported-us-data-breaches-declined-by-19-in 2020 
 
 
9 How Much is User Data Worth. (2020, March 16). Retrieved from Pawtocal.medium.cin: https://pawtocol.medium.com/how-

much-is-user-data-worth-f2b1b0432136 
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up for free10. If we use technology company acquisition prices as a measure, a single user data point could 

be assumed to be worth somewhere between $40 and $65 dollars11. 

According to a 2019 PEW research study, “six-in-ten U.S. adults say they do not think it is possible to go 

through daily life without having data collected about them by companies or the government12.” “At the 

same time, 79% of Americans report being concerned about the way their data is being used by 

companies. Most also feel they have little or no control over how these entities use their personal 

information.13”  

Additional concerning statistics from that same study include: 
• 70% of adults say their personal data is less secure than five years ago14. 
• 97% of Americans say they have been asked to approve privacy policies, yet only 9% say they 

always read those policies and only 13% say they often read those policies, with 36% saying they 
never read a company’s privacy policies before agreeing to it15. 

• “Roughly three-in-ten Americans (28%) say they have suffered at least one of three kinds of 
major identity theft problems in the previous 12 months at the time of the survey: 21% have 
had someone put fraudulent charges on their credit or debit card; 8% have had someone 
take over their social media or email accounts without their permission; and 6% have had 
someone try to open a credit line or get a loan using their name16.” 
 

A recent study by IBM and the Ponemon Institute noted breaches caused customer turnover of 3.9% in 

201917.   According to a McAfee report, close to $600 billion, nearly one percent of global GDP, is lost to 

cybercrime each year18.” 

As Congress delays the passing of comprehensive privacy legislation, advances in technology raise 

significant challenges to the maze of existing privacy regulations. Data mining and Big Data are now 

industries in their own right, with little in the current regulatory framework that addresses personal data 

                                                           
10 Molla, R. (2019, June 24). The Cost of an ad-free Internet:$35 more a month. Retrieved from vox.com: 

https://www.vox.com/recode/2019/6/24/18715421/internet-free-data-ads-cost 
 
11 Ibid 
12 “Americans and Privacy: Concerned, Confused and Feeling lack of Control Over Their Personal Information”, PEW 

Research Center, Washington, D.C. (November 15, 2019), https://www.pewresearch.org. 
 
14 Americans and Privacy: Concerned, Confused and Feeling lack of Control Over Their Personal Information”, PEW 

Research Center, Washington, D.C. (November 15, 2019), https://www.pewresearch.org. 
 
15 Ibid 
16 Ibid 
17 IBM Security and Ponemon Institute. (2019). Cost of a Data Breach Report. https://www.ibm.com/secr=urity/data-

breach, p.5 
 
18 Lewis, James (2018, February), Economic Impact of Cybercrime- No Slowing Down. McAfee.  

https://www.mcafee.com/enterprise/en-us/assets/reports/restricted/rp-economic-impact, p.6 

https://www.mcafee.com/enterprise/en-us/assets/reports/restricted/rp-economic-impact
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legally obtained by someone else.  Facial recognition has spawned a new debate on its ability to scan 

faces and compare them with images in criminal and other databases.  The Internet of Things allows 

everyday objects like your watch, refrigerator or car to send and receive personal data without 

limitations. 

Data protection is a concerning and growing problem for businesses, individuals and the US economy.  In 

lieu of comprehensive Federal privacy protections, states are racing to address the issue, creating an even 

more complex web for businesses and consumers to navigate. 

History Section 

The need to make legal remedies available in response to technology’s threats on individual privacy, dates 

back to Supreme Court Justice Lois Brandeis’ and Boston attorney Samuel Warren’s Law Review article, 

The Right to Privacy in 189019 

Brandeis and Warren are credited with inventing the right to privacy through this seminal article, 

suggesting that the right to be let alone exists, that society needs to respond to the new threats 

technology brings to this right and that there should be a tort remedy for those who violate that right.20 

Ironically, the article is attributed to their concern at the time over the recent advances in technology 

relating to instant photography and the publication of those images.  

Around the same time as Brandeis’ and Warren’s law review article in the 19th century,  we see Congress 

pass privacy regulations as a reaction to the increase in the amount of data collected by the Census, the 

continued invasion of privacy in the US mail system, and the invention of the telegraph21.  Also in the 19th 

century there are some landmark Supreme Court Cases addressing privacy rights including Boyd v. United 

States which created protection of one’s personal papers and information by the government.  

                                                           
19Bratman, B. (2002) Brandeis & Warren’s ‘The Right to Privacy and the Birth of the Right to Privacy’, 69 Tenessee Law 

Review 623. 9.  
20 Ibid p. 195 
21 Solove, Daniel J. (2006), A Brief History of Information Privacy Law “, Proskauer on Privacy, Practicing Law Institute. 
p 1-6. 
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The  early twentieth century brought with it both a rise the amount of data the federal government was 

maintaining about citizens,  including the assignment of a social security number, and advancements in 

technology including the use of telephone as a primary communication method.  With it came the 

recognition of certain privacy torts22. 

In the 1960s and 1970s, the Supreme Court established the reasonable expectation of privacy test in Katz 

V. United States, recognizing a right to privacy if a person exhibits an expectation of privacy and society 

recognizes that expectation as reasonable.  Notably, it was during this time that the increasing use of 

computers began to raise new privacy concerns and this is when privacy became an important topic on 

Congress’ agenda.23  This led to the passage of the Privacy Act of 1974 by Congress.  This act afforded 

individuals rights to access and correct the personal information maintained by the Federal Government, 

but notably did not apply to the private sector or state and local agencies24.  However, several loopholes 

existed in this act which made it less effective than intended.  

After the Privacy Act,  in the 70’s and 80’s a series of piecemeal privacy legislation ensued including the  

Family Educational Rights and Privacy Act of 1974 (FERPA), regulating accessibility of student records, 

Foreign Intelligence Surveillance Act,1978 (FISA), regulating electronic surveillance related to foreign 

surveillance, The Fair Credit Reporting Act of 1970, giving individuals rights over their credit reporting25.    

It’s in the 1980s when “a man named Bob Thomas realized that it was possible for a computer program to 

move across a network, leaving a small trail wherever it went.26 “   It was shortly after when hackers were 

able to infiltrate 400 military computers, including mainframes at the Pentagon, with the intent to sell the 

                                                           
22 Ibid, p. 1-7 
 
 
23 Solove, Daniel J. (2006), A Brief History of Information Privacy Law “, Proskauer on Privacy, Practicing Law Institute. 
P. 1-22 
 
24 Solove, Daniel J. (2006), A Brief History of Information Privacy Law “, Proskauer on Privacy, Practicing Law Institute. 
P. 1-26 
25 Ibid. pgs1-24-1-34. 
26 Kamra, Shaivesh and Scott, James, Impact of Data Breaches to Organizations and Individuals (December 28, 2019). 
Available at SSRN: https://ssrn.com/abstract=3510590 or http://dx.doi.org/10.2139/ssrn.3510590, p.2 

https://ssrn.com/abstract=3510590
https://dx.doi.org/10.2139/ssrn.3510590
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information to the KGB and the Morris worm was able to slow the internet to a crawl27. This is when data 

security begins to become a significant concern and interest in computer viruses starts to grow. 

The last decade of the twentieth century brings with it the rise of the Internet and email which creates 

new challenges to privacy protections.  “Throughout the 1990s, the collection and use of personal 

information in computer databases rapidly accelerated. This decade saw the rise of an entire industry 

devoted to aggregating personal information for use by marketers—the database industry. Hundreds of 

companies gather personal data and create massive databases, which they then rent to marketers. The 

industry generates billions of dollars each year28.” 

It is during the 1990’s when viruses and hackers began to create chaos and companies, customers started 

to realize the importance of data security and organizations began to focus on backups, passwords and 

encryption. 

With those concerns comes a flurry of Congressional activity including passage of the Health Insurance 

Portability and Accountability Act (HIPPA) the first federal statute to address health privacy and the 

privacy of medical records, the Children’s Online Privacy Protection Act (COPPA) governing the collection 

of children’s personal information on the internet and the Gramm- Leach Biley Act of 1999, governing 

how financial institutions use and share customer data. 

Importantly, in 1998 the Federal Trade Commission began to bring actions against companies that violate 

their own privacy policies and the FTC Act prohibiting, “unfair or deceptive acts or practices in or affecting 

commerce.29”  Many of these cases resulted in settlements.  Also, it is at this time that we see the first 

example of a Chief Privacy Officer named at the marketing company Acziom30. 

                                                           
27 Ibid. 
28 Solove, Daniel J. Privacy and Power: Computer Databases and Metaphors for Information Privacy, 53 STAN. L. REV. 

1393, 1407–09 (2001) 
29 Solove, Daniel J. (2006), A Brief History of Information Privacy Law “, Proskauer on Privacy, Practicing Law Institute. 
P. 1-41 
 
 
30 University of Michigan. (n.d.). History of Privacy Timeline. Retrieved February 14, 2021, from 

Safecomuting.umich.edu: https://safecomputing.umich.edu/privacy/history-of-privacy-timeline 



 
 

8 
 

After the September 11, 2002 terrorist attack on the United States, several Congressional Acts were 

passed to strengthen national security which renewed the debate of security vs privacy but important 

consumer protections were also enacted included the Fair and Accurate Credit Transactions Act of 2003 

(FACTA0) which amended FCRA extending its reach to provide limited protections against identify theft, 

and the National Do-Not-Call registry31. 

It’s at this time, in March of 2005 when we see the first data breach being reported by the data broker, 

ChoicePoint, affecting 162,000 people32.  “In the 21st Century’s first decade, malicious internet activity 

was transformed into profitable criminal activity, focused primarily on monetary gain33.” 

As a result, we see a flurry of large and costly data breaches impacting businesses and individual 

consumers alike.  Some of the largest data breaches, carrying the most evidence of misuse include: 

Table 1 U.S. Largest Data Breaches 

Company Year Impact 
Adobe 2013 3 million encrypted customer credit card records and 

an undetermined about of login data 
Adult Friend Finder 2016 412.2 million accounts including names, email 

addresses and passwords 
Canva 2019 137 million user accounts including email addresses, 

usernames, names, cities, credit card data was 
viewed 

Dubsmash 2018 162 million email addresses, usernames, passwords, 
birth dates 

Ebay 2014 145 million users , names, addresses, birthdates, 
passwords 

Equifax 2017 147.9 million users, ssn’s, birth dates, addresses and 
driver’s license numbers, some credit card data 

Heartland Payment 
Systems 

2008 1345 million credit cards 

Linked In 2012 and 2016 165 million user accounts, passwords, email 
addresses 

Marriott International 2018 500 million customers, contact information, passport 
numbers, travel information, credit card numbers 

                                                           
 
31 Solove, Daniel J. (2006), A Brief History of Information Privacy Law “, Proskauer on Privacy, Practicing Law 
Institute.,p.1-45 
32 Ibid 
33 Foote, K. (2020, December 29). A Brief History of Data Security. Retrieved from Dataversity.net: 

https://www.dataversity.net/brief-history-data-security/# 
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Source: Ramirez, N. (2020, November 8). Data Privacy Laws" What You Need to Know in 2020. Retrieved 
from www. Osano.com: https://www.osano.com/articles/data-privacy-laws 

 

As a response some states began to pass their own privacy laws, beginning with California in 2003, when 

it first implemented data breach notification laws. “Currently, 25 US state attorney generals oversee data 

privacy laws governing the collection, storage, safeguarding, disposal, and use of personal data collected 

from their residents, especially regarding data breach notifications and the security of Social Security 

numbers. Some apply only to governmental entities, some apply only to private entities, and some apply 

to both34.” 

In 2013 Edward Snowden famously blew the whistle about the National Security Agency’s surveillance of 

Americans’ online and phone communication.  This renewed the debate in America about privacy versus 

security and government surveillance. 

In 2018 The European Union passed the General Data Protection Regulation which addressed the transfer 

of personal data both within and outside the EU.  This regulation’s goal was to, “give individuals control 

over their personal data and simplify the regulatory environment for international business by unifying 

the regulation within the EU35.” “ The regulation contains provisions and requirements related to the 

processing of personal data of individuals who are located in the EEA, and applies to any enterprise—

regardless of its location and the data subjects' citizenship or residence—that is processing the personal 

information of individuals inside the EEA36.”  GDPR provides for six lawful bases under which personal 

data may be processed and provides eight privacy rights for individuals; “the right to be informed, the 

right of access, the right to rectification, the right to erasure, the right to restrict processing, the right to 

                                                           
34 Ramirez, N. (2020, November 8). Data Privacy Laws" What You Need to Know in 2020. Retrieved from www. 

Osano.com: https://www.osano.com/articles/data-privacy-laws 
 
35 Wikipedia. (n.d.). General Data Protection Regulation. Retrieved February 14, 2021, from Wikepedia.org: 

https://en.wikipedia.org/wiki/General_Data_Protection_Regulation 
 
36 Wikipedia. (n.d.). General Data Protection Regulation. Retrieved February 14, 2021, from Wikepedia.org: 

https://en.wikipedia.org/wiki/General_Data_Protection_Regulation 
 

https://en.wikipedia.org/wiki/Personal_data
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data portability, the right to objects and rights in relation to automated decision making and profiling37.”  

The jury is still out on the GDPR’s effectiveness with 45% of EU citizens still not feeling confident in their 

internet privacy, according to survey monkey38.  That number is particularly disturbing given the costs to 

comply, with one source estimating a total of almost $ 9 billion spent collectively by UK and American 

companies to comply with GDPR.39 

Since the GDPR went into effect, Nevada, California and Maine have passed similar statutes to regulate 

how businesses handle the personal information of their residents, with the California Law, CCPA, being 

passed in 2018 with a compliance deadline of January 1, 2020. With the passage of CCPA, “California 

became the first state to permit residents whose personal information is exposed in a data breach to seek 

statutory damages of $100-$750 per incident, even in the absence of any actual harm40.”  Other goals of 

the CCPA are to give the consumers the three main rights; the right to know, the right to opt out and the 

right to request deletion.  It is too soon to know how effective CCPA has been. 

According to the National Conference of State Legislators, “2019 saw more states introduce 

comprehensive privacy legislation (such as CCPA) than in previous years, in addition to other types of 

legislation aimed at protecting consumer privacy online41. “ 

An even larger number of bills were introduced in 2020 including additional legislation to address the 

collection and use of biometric or facial recognition data by commercial entities42. “Few bills have been 

                                                           
37 GDPR Accountability. (n.d.). Retrieved February 18, 2021, from GDPR.EU: https://gdpr.eu/what-is-gdpr/ 
 
38 Survey Monkey. (2020), GDPR, One Year Out 
39 Sobers, R. (2020, June 17). A Year in the Life of the GDPR: Must KNow STats and Takeaways. Retrieved from 

www.varonis.com. 

 
40 Bryan Cave Leighton Paisner LLP. (2020). Data Breach Litigation : What US Laws Apply to Data Breaches. Retrieved 

from Lexologgy: https://www.lexology.com/library/detail.aspx?g=16b0077e-f081-456e-8250-3faa44e33a7c 
 
41 National Conference of State Legislatures. (2020, January 17). 2020 Consumer Data Privacy Legislation. Retrieved 

from NCSL.org: https://www.ncsl.org/research/telecommunications-and-information-technology/2020-
consumer-data-privacy-legislation637290470.aspx 

 
42 Ibid. 
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enacted, however, as the Covid-19 pandemic disrupted legislative sessions and dramatically changed 

priorities43.”  

As of today there is still no comprehensive Federal Privacy legislation in the United States. Shortly after 

taking office in April 2017 President Trump actually signed legislation to repeal privacy rules approved by 

the Federal Communication Commission in the Obama Administration, which would have “given internet 

users greater control over what service providers can do with their data44.  The Trump administration 

instead favored a policy that created high level principles “that are the appropriate balance between 

privacy and prosperity45.” 

Still, several privacy bills were introduced in 115th Congress, on both sides of the aisle, none of which were 

passed into law during this Congress.  Interestingly, two of these proposals were focused on privacy 

related to the Internet of Things.    

In 2020 Members of the 116th Congress introduced four consumer privacy bills and circulated discussion 

drafts of two additional proposals as follows: 

• H.R. 4978, the Online Privacy Act of 2019, introduced by Representatives Anna Eshoo and Zoe 
Lofgren on November 5, 2019; 

• The United States Consumer Data Privacy Act of 2019 (“USCDPA Draft”), a discussion draft 
circulated by Senator Roger Wicker on November 27, 2019;  

• S. 2968, the Consumer Online Privacy Rights Act, introduced by Senators Maria Cantwell, Brian 
Schatz, Amy Klobuchar, and Ed Markey on December 3, 2019; 

• An untitled December 18, 2019, discussion draft (“E&C Draft”) from the House Energy and 
Commerce Committee, spearheaded by Representatives Cathy McMorris-Rodgers and Jan 
Schakowsky;  

                                                           
43 Ibid. 
44 Harper, N. (2017, April 3). Trump signs internet privacy repeal. Retrieved from The Hill: 

https://thehill.com/homenews/administration/327107-trump-signs-internet-privacy-repeal 
 
45 Shepardshon. (2018, July 27). Trump administration working on consumer data privacy policy. Retrieved from 

Reuters.com: https://www.reuters.com/article/us-usa-internet-privacy-idUSKBN1KH2MK 
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• S. 3300, the Data Protection Act of 2020, introduced by Senator Kirsten Gillibrand on February 
13, 2020; and 

• S. 3456, the Consumer Data Privacy and Security Act of 2020, introduced by Senator Jerry 
Moran on March 12, 2020 

Source: Congressional Research Service: Watching the Watchers: A Comparison of Privacy Bills in 
the 116th Congress, https://crsreports.congress.gov 

While each bill is somewhat different, they all recognize individuals’ right to control their personal 

information, require steps be taken to respect those rights by a defined class of entities and create 

enforcement procedures46.  They differ on which federal agency would enforce the law, whether the 

federal law would preempt state laws and whether or not to allow for a private right of action47.  It is 

these last two sticking points that are making it most difficult to move any of the proposals forward. 

Policy Proposal 

This paper proposes a policy which would enact a Privacy Bill of Rights.  This act is intended to supplement 

the existing framework of current U.S sector based privacy statutes with consistent, baseline Federal 

privacy protections for U.S. consumers, within an environment that minimizes the law’s impact on both 

prices and access. The goals of the policy proposal are threefold: 

4. To provide consumers with clearly defined rights as to how their personally identifiable 
information is used and shared.  

5. To provide added protections to consumers whose privacy rights are violated by businesses. 

6. To reduce US business’s vulnerability to data breaches.  

The Privacy Bill of Rights would: 

                                                           
46Congressional Research Service: Watching the Watchers: A Comparison of Privacy Bills in the 116th Congress, 
https://crsreports.congress.gov, p. 1 
  
47 Ibid 

https://crsreports.congress.gov/
https://crsreports.congress.gov/
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• Recognize a universal set of consumer privacy rights which becomes part of the lexicon of US 

citizens’ rights, like Miranda rights.  These rights should be relevant regardless of advances in 

technology. 

• Empower Federal and State enforcement of them, through the establishment of an independent 

US Data Protection Agency. 

• Create a private right of action for individuals whose privacy rights are violated.  This right of 

action should be forceful enough to compel U.S. companies to be innovative in their data 

collection behaviors in order to protect those rights.  

• Does not legislate how businesses design compliance policies and procedures but encourages 

innovation to avoid legal challenges and settlement costs. 

Policy Authorization 
The policy authorization tool should be legislation. By authorizing this policy through legislation, the policy 

will be able to control how a federal policy will interact with various state laws,   In addition,   legislation is 

also the best mechanism to create a private legal remedy for individuals who have suffered damages from 

the breach of their personally identifiable information and through legislation federal budget dollars for a 

Data Protection Agency can be appropriated by Congress. 

The Privacy Bill of rights proposal leverages and builds on the framework by the Obama Administration in 

its report, Consumer Data Privacy in a Networked World: A Framework for Protecting Privacy and 

Promoting Innovation in the Global Digital Economy, which outlined a Consumer Privacy Bill of Rights that 

included: 

 

• Individual Control: Consumers have a right to exercise control over what personal data 
companies collect from them and how they use it. 

• Transparency: Consumers have a right to easily understandable and accessible information about 
privacy and security practices. 

• Respect for Context: Consumers have a right to expect that companies will collect, use, and 
disclose personal data in ways that are consistent with the context in which consumers provide 
the data. 
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• Security; Consumers have a right to secure and responsible handling of personal data. 
• Access, Accuracy and Deletion: Consumers have a right to access and correct personal data in 

usable formats, in a manner that is appropriate to the sensitivity of the data and the risk of 
adverse consequences to consumers if the data is inaccurate.  

• Focused Collection: Consumers have a right to reasonable limits on the personal data that 
companies collect and retain.  

• Accountability: Consumers have a right to have personal data handled by companies with 
appropriate measures in place to assure they adhere Privacy legislation. 

 
Source: The White House. (2012). Consumer Data Privacy in a Networked World: A Framework for 
Protecting Privacy and Promoting Innovation in the Global Digital Economy. Retrieved from 
https://obamawhitehouse.archives.gov/sites/default/files/privacy-final.pdf 
 
In addition to the rights outlined above from the Obama administration framework, the Privacy Bill of 
rights would include certain additional rights outlined in other more recent policy proposals including: 
 

• Individuality- Consumers should not be subjected to decision making based on algorithmic 
models using their data48. 

• Impermanence- Consumers should expect a time limitation on the storage and maintenance of 
personal information49-  

• Notification- Consumers have the right to timely notification of a breach of their personally 
identifiable information. 

 

This policy will not supersede the existing framework of sector based privacy laws but would override 

stricter State privacy laws that create national standards, providing a foundation that ties current sector 

based laws together and provides consistency for consumers and businesses alike across all 50 states.  

The proposed legislation should include the following key enforcement components: 

1. The creation and funding of an independent federal data protection agency as part of the 

Executive Branch of Government that is authorized through the legislation to carry out the 

purposes and objectives of the Privacy Bill of Rights Act, including issuing orders, guidance and 

rules and bring civil litigation against violators. 

                                                           
48 116th Congress. (2019, 11 5). H.R. 4978- Online Privacy Act of 2019. Retrieved from Congress.Gov: 

https://www.congress.gov/bill/116th-congress/house-bill/4978/text#toc-H3FCCA16771B44BA49F481142C4152269 
 
49 116th Congress. (2019, 11 5). H.R. 4978- Online Privacy Act of 2019. Retrieved from Congress.Gov: 

https://www.congress.gov/bill/116th-congress/house-bill/4978/text#toc-H3FCCA16771B44BA49F481142C4152269 
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2. A provision to allow States to bring civil action on behalf of its residents in an appropriate US 

district court. 

3. A provision to allow for a private right of action including injunctive relief and/or damages as 

prescribed in the Act. 

Policy Implementation 

A key component of this proposal is the establishment of an independent agency- The Data 

Protection Agency, The Data Protection Agency (DPA) would be independent from the Federal Trade 

Commission with deeper authority to create prospective rules for data security and more band-with to 

promote privacy innovation and education and assess privacy threats that come with advancing 

technology.   Policy implementation would begin with the establishment, staffing and operationalizing of 

the Data Protection Agency within 2 years of enactment of the new law.  As an independent agency, the 

DPA should have a similar structure to the Federal Trade Commission.  It would be run by 5 

Commissioners, no more than 3 from any one political party and each with a 7 year term. The President 

would be authorized by this policy to choose one Commissioner to act as Chairman.  The FTC would 

transfer authority for the protection of personally identifiable information of U.S. consumers to the DPA 

but the DPA’s scope would extend beyond unfair trade practices and include rulemaking ability and the 

authority to issue prohibitive fines for violations of the Privacy Bill of Rights.  The DPA would also work 

with other agencies that oversee existing sector based privacy laws to ensure the US Privacy Bill of Rights 

is included in enforcing those laws. “As a comparison, the U.K.’s Information Commissioner’s Office (ICO) 

has over 700 employees and a £38 million budget for a mission focused entirely on privacy and data 

protection50.” This would be equivalent to $52,000,000 for a US Data Protection Agency.  According to the 

FTC’s 2021 budget proposal, they have allocated $186 million towards protecting consumers, of which a 

                                                           
50 Hoofnagle, C. H. (2019, 08 08). The FTC can rise to the privacy challenge, but not without help from Congress. Retrieved from 

www.brookings.edu: https://www.brookings.edu/blog/techtank/2019/08/08/the-ftc-can-rise-to-the-privacy-challenge-
but-not-without-help-from-congress/ 
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portion currently relates to the protection of consumers personally identifiable information51.  This 

proposal would move those allotted funds under the authority of the DPA. Funding for the DPA would be 

made available from the following sources, as determined by Congress: 

• Annual Transfers from the Federal Trade Commission and the Consumer Financial 

Protection Bureau 

• Fees collected from workshops and conferences 

• Fees required to be paid by data brokers. 

 Additionally, I propose the following be considered when drafting the statutory and regulatory 

framework by which the bill of rights will be enforced.  

• After the Data Protection Agency has been established, power should vest to State Attorneys 

General to enforce the Act on behalf of their residents in the respective US district court in order 

to create inunction, enforce compliance, obtain damages and obtain relief. 

• After the Data Protection Agency has been established, individuals alleging a violation of this act 

that results in the access, theft or disclosure of their personal data, should be allowed to bring a 

civil action in any court with jurisdiction, State or Federal, and may be awarded injunctive relief, 

actual damages, and punitive damages limited to $90 per data point per day, not to exceed 

$1,000 a day.  The $90 per data point is based on an IRB approved study on valuing personal data 

with privacy considerations, performed in May 202052. This value point also aligns with the value 

of a data point based on recent social media and technology company acquisitions53. 

                                                           
51 Federal Trade Commission. (2020). Fiscal year 2021 Congressional Budget Justification. Washington, D.C.: Federal Trade 

Commission. Retrieved from https://www.ftc.gov/system/files/documents/reports/fy-2021-congressional-budget-
justification/fy_2021_cbj_final.pdf 

 
52 Li, X.-B., Liu, X. and Motiwalla, L. (2021), Valuing Personal Data with Privacy Consideration. Decision 
Sciences. https://doi.org/10.1111/deci.12442 
53 How Much is User Data Worth. (2020, March 16). Retrieved from Pawtocal.medium.cin: https://pawtocol.medium.com/how-

much-is-user-data-worth-f2b1b0432136 
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• A relief fund should be created to accumulate any penalties obtained by the Data Protection 

Agency for violations of the Privacy Bill of Rights, and amounts in the relief fund should be 

available to the Data Protection Agency, to provide relief to individuals, to educate and assist 

businesses and individuals on compliance with the Act and to offset enforcement costs. 

• The Data Protection Agency should establish a website with resources for individuals and 

businesses, which also provides reporting on violations. 

Further details defining the rights outlined in the legislation and its enforcement will be promulgated for 

interim and final review during the rulemaking process before enforcement begins.  

Policy Analysis 

The Privacy Bill of Rights proposal is an effective tool in accomplishing the three stated goals of the policy 
proposal. 

1. To provide consumers with clearly defined rights as to how their personally identifiable 
information is used and shared: 

At the heart of this proposal is a universal set of 10 consumer privacy rights that will be enacted 

into law with its passage.  These rights are not adjusted based on the type of business, the 

industry, or the size of those businesses collecting personal data.  In these ways, this proposal is 

effective in clarifying the rights consumers have over the privacy of their personal data. 

2. To provide added protections to consumers whose privacy rights are violated by businesses: 

This proposal provides for monetary fines for violations brought by the Federal Data Protection 

Agency, by States on behalf of its residents, and by individuals in a private right of action.  Today, 

in most states, consumers who are victims of data breaches or data theft are dependent of the 

FTC to penalize those organizations.  Therefore this proposal is effective in providing much 
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greater protections for consumers who are victims of privacy right violations, than what exists 

today. 

3. To reduce US business’s vulnerability to data breaches.  

A January 2019 Data Privacy Benchmark study of businesses carried out by CISCO provided 

strong evidence that organizations who implemented privacy policies to comply with GDPR 

benefitted from a 15% reduced probability of a data breach, 133,000 less records impacted in 

breaches and 3 weeks of  shorter downtimes due to data breaches54.  While the Privacy Bill of 

Rights is less prescriptive in how businesses must protect consumer privacy rights, many of the 

rights granted consumers through this proposal overlap with rights outlined in GDPR, and 

therefore a similar effective impact can be expected. 

 

Figure 3 Business Benefits of Investments in Privacy 

Source: CISCO. (2019). Maximizing the value of your data privacy investments- Data Privacy Benchmark 
Study. doi:https://www.cisco.com/c/dam/en_us/about/doing_business/trust-center/docs/dpbs-
2019.pdf 

 

                                                           
54 CISCO. (2019). Maximizing the value of your data privacy investments- Data Privacy Benchmark Study. 

doi:https://www.cisco.com/c/dam/en_us/about/doing_business/trust-center/docs/dpbs-2019.pdf 
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Advantages 
A rights based approach 

 

One of the primary advantages of this policy is that it is a rights based approach.   Recognizing the right 

and the related obligations to keep personally identifiable information private, puts consumer privacy on 

par with other rights US citizens are afforded.  By doing this, it elevates the value of personal privacy and 

the need to protect it.  Agreeing on a set of rights shifts the focus to the expectations that come with a 

consumer/provider relationship.  “A rights based approach is less focused on collection and process and 

more on how people are protected in the ways their data is handled. Not a checklist, but a toolbox55.”  A 

rights based policy is also effective in ensuring the resulting law remains relevant, even in the face of 

advances in technology.  The current framework of sector based privacy laws that were developed in the 

1990’s and early 2000’s are already outdated as technology has advanced.  For example neither the 

original  health information privacy law HIPAA or its updated version HITECH address mobile health apps, 

telehealth services or smart watches, creating a gap in protection of personal private health information.  

A rights based policy would stand the test of time, just as the Bill of Rights has. 

A rights based policy is equitable as it applies to all individuals and businesses and does not exempt 

businesses from protecting privacy rights based on revenues, or volume of personal data collected.   It is 

also politically feasible as both parties have been open to recognizing privacy as a right and creating a set 

of principles about that right. 

  

Implementation Costs 

A second benefit of this policy is the efficiency gained from a less prescriptive approach for how 

businesses comply.  Through this less prescriptive approach businesses can mitigate burdensome 

implementation costs by leveraging innovation. DHHS estimated the costs of implementing HIPAA at 

                                                           
55 The White House. (2012). Consumer Data Privacy in a Networked World: A Framework for Protecting Privacy and Promoting 
Innovation in the Global Digital Economy. Retrieved from https://obamawhitehouse.archives.gov/sites/default/files/privacy-final.pdf 
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$17.6 billion over the first 10 years and the Consumer Financial Protection Bureau estimated that the 

costs of just the annual privacy notices associated with Gramm-Leach-Biley were $12.2 million56. The 

Information Technology and Innovation Foundation estimates that to implement Federal legislation 

mirroring the European Union’s GDPR or California’s CCPA would cost the U.S. economy $122 billion per 

year57.  The chart below details how they estimated those costs. 

Figure 1: Estimate of costs associated with unnecessarily stringent federal data privacy law

 

Figure 4 Estimate of Costs Associated with Unecessarily Stringent Federal Data Privacy Law 

Source: McQuinn, A. D. (2019, August 5). The Costs of an Unnecesarily Sringent Federal Data Privacy Law. 
Retrieved from ITIF.org: https://itif.org/publications/2019/08/05/costs-unnecessarily-stringent-
federal-data-privacy-law# 

The privacy bill of rights policy, as proposed would lower regulated costs in favor of innovative policies, 

procedures or codes of conduct.   Data Protection Officers would not be legislated.  Consumer 

inefficiencies resulting from hard to understand notifications and opt in legalese could be avoided and the 

 
56 McQuinn, A. D. (2019, August 5). The Costs of an Unnecesarily Sringent Federal Data Privacy Law. Retrieved from ITIF.org: 

https://itif.org/publications/2019/08/05/costs-unnecessarily-stringent-federal-data-privacy-law#: 

57 Ibid 



 
 

21 
 

downstream costs to the economy resulting from less access to data and lower ad effectiveness could also 

be eluded.  

The chart below shows the adjusted costs from a rights based approach as being 91% less, before 

factoring in the probability that data access, data portability, data deletion and data rectification requests 

could be reduced as consumers feel more confident about how their data is handled. 

Table 2; Adjusted Cost of Privacy Bill of Rights 

Regulatory Privacy Audits, 
complaint processing  and 
Reporting 

 $   440 M 

Data Infrastructure $5,380 M 

Data Access  $   340 M 

Data Portability  $   510 M 

Data Deletion  $   780 M 

Data Rectification  $   190 M 

Duplicative Enforcement   $ 2,710 M 

Organizational Regulatory Costs 
of Privacy Bill of Rights  

$10,340 M 

 

Consent Forms 

An effectiveness gained from the Privacy Bill of Rights proposal is that it does not rely on privacy notices, 

pop ups , or explicit consent to protect personally identifiable information.  Privacy notices have not 

proven to be effective tools for consumers but instead act as legal cover for businesses.  

 As we learned from the PEW research study cited in statement of problem section of this paper, “97% of 

Americans say they have been asked to approve privacy policies, yet only 9% say they always read those 

policies and only 13% say they often read those policies, with 36% saying they never read a company’s 

privacy policies before agreeing to it58.”   

                                                           
58 Ibid 
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A current business practice, resulting from GDPR,  is for websites to pop up a plethora of legal disclaimers 

and  ask a user to agree to allow cookies,  small files used to monitor and remember information about 

you, when first logging on to a website.  Disallowing cookies, requires the user to take additional steps 

and is accompanied by a warning that doing so will result in reduced access.  Some websites actually 

require a user to accept cookies in order to gain access.   A recent research study by academics at Ruhr-

University Bochum, Germany and the University of Michigan entitled (Uninformed Consent; Studying 

GDPR Consent Notices in the Field),  studying how consumers interacted with cookie pop ups revealed 

that the majority of cookie consent notices offer consumers little or no choice and most nudge users 

towards consenting59 

In its Grading on a Curve report, the privacy advocacy group, Electronic Privacy Information Center, has 

said that notice and consent agreements “allow companies to diminish the rights of consumers and use 

personal data for purposes of to benefit the company but not the individual60.” 

While this policy does not prevent privacy notices or consent agreements from happening, they do not 

protect businesses from their obligations to protect the outlined privacy rights. 

Data Protection Agency 

The requirement in this policy proposal for the establishment of a separate independent federal data 

protection agency as part of the executive branch will increase the effectiveness and administrative 

feasibility of the policy. The United States is one of the few democratic countries left that does not have 

an independent data protection agency, and the only OECD country without one.  Having our own 

independent data protection agency would make it easier to cooperate with other countries on joint 

privacy concerns.  Currently in the United States, consumer protection is overseen by the Federal Trade 

                                                           
59 Utz, C., Degeling, M., Fahl, S., Schaub, F., Holz, T. (2019). (Un) informed consent: Studying GDPR consent notices in the field. In 

CCS ’19: Proceedings of the 2019 ACM SIGSAC Conference on Computer and Communications Security (pp. 973–
990). Association for Computing Machinery. https://doi.org/10.1145/3319535.3354212 

60 Electronic Privacy Information Center. (2019, Septeember). Grading on A Cureve- Privacy Legislation in the 116th Congress. 
Retrieved from EPIC.org: https://epic.org/GradingOnACurve/ 
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Commission and while the FTC has wide investigatory and enforcement tools, it is not fundamentally a 

data security agency and, “only has authority to bring enforcement actions against unfair and deceptive 

practices in the marketplace, lacking the ability to create prospective rules for data security61.   

Additionally, there has been a lot of criticism of the FTC about its failure to enforce privacy and impose 

fines, even when it could.  As a separate independent agency, the Data Protection Agency would have rule 

making authority, autonomy, reduced bias and less fear of retribution.  The role of the DPA would be to: 

 Enforce the Privacy Bill of Rights and other privacy statutes and rules as authorized by Congress, 
with a broad range of tools including civil penalties, injunctive relief, and equitable remedies. 

 Ensure that the rights outlined in the U.S, Privacy Bill of rights are protected.  
 Promote privacy innovation.  
 Take complaints and provide information to the public on data protection matters. 
 Make annual reports to the public and Congress on the state of privacy in the United States and 

issue other reports as appropriate. 
 Maintain a website that reports privacy complaints and findings by business, improving 

transparency for consumers 
 Convene public workshops and conferences, conduct polls and research, meet with stakeholders, 

and pursue other activities to obtain public input on data protection issues. 
 Work closely with other countries’ data protection agencies on international privacy issues. 
 Assess current threats to data protection in the U.S. 

Source: Electronic Privacy Information Center. (n.d.). The U.S. urgently needs a Data Protection Agency. 
Retrieved 03 07, 2021, from EPIC.org: 
https://epic.org/dpa/#:~:text=While%20the%20FTC%20helps%20to,obligations%2C%20and%20e
merging%20priv 

 

Private right of action 

While controversial, a private right of action is a key component to fully embracing privacy as a right with 

value that should be compensable, just as Samuel Warren and Louis Brandeis wrote in their 1890 law 

review article.  A private right of action supplements public enforcement and amplifies the incentives for 

businesses to protect their consumers’ privacy rights in new and innovative ways.  We know that personal 

data has an economic value to businesses, some of who generate all of their revenue by collecting and 

selling the personal information of their users. Various research studies have also suggested that there is 

                                                           
61 Electronic Privacy Information Center. (n.d.). The U.S. urgently needs a Data Protection Agency. Retrieved 03 07, 2021, from 

EPIC.org: 
https://epic.org/dpa/#:~:text=While%20the%20FTC%20helps%20to,obligations%2C%20and%20emerging%20priv 
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an economic value to individuals of their data. One recent preliminary investigation places that value as 

between $5-$80 a month62.  

“Even in the best of times, regulatory bodies often don’t have the resources needed to police a multi-

trillion dollar industry and even when they do are not always effective at it.  If all the power of 

enforcement is left in the hands of a single group, an industry can lobby the government to fill that group 

with its own people, this is known as regulatory capture.  For example, Federal Communications 

Commission chair Ajit Pai is a former Verizon lawyer, and he’s overseen massive deregulation of the 

telecom industry his office is supposed to keep in check63.”   If private data has value then violating 

individuals’ rights to it should be compensable. A private right of action bolsters the effectiveness and 

equality of this proposal.  

Disadvantages 
Not Prescriptive  

The Privacy Bill of Rights focuses on elevating privacy rights to the exclusion of specific, prescriptive 

requirements of businesses for how they protect those rights.  Unlike GDPR, CCPA or other current 

legislation being considered, this policy does not specifically define what personal data is, does not 

require businesses to have a data protection officer or data protection departments and does not make 

specific policies or procedures on how to delete, correct or port data when requested to do so.  Relying on 

businesses to develop and innovate their own methods of compliance, could have a negative impact on 

the effectiveness and equality of the policy. 

Duplicative Enforcement  

As noted in the implementation cost section above, the Information Technology and Innovation 

Foundation (ITIF) estimates the costs associated with duplicative enforcement of privacy regulations, 

before fines at $2.7 billion.   

                                                           
62 Winegar, A.G., Sunstein, C.R. How Much Is Data Privacy Worth? A Preliminary Investigation. J Consum Policy 42, 425–440 (2019). 

https://doi.org/10.1007/s10603-019-09419-y 
63 Cyphers, B. (2019, Septermber 18). Electroinic Frontier Foundation. Retrieved from Big Tech's Disingernious Push for a Federal 

Privacy Law: https://www.eff.org/deeplinks/2019/09/big-techs-disingenuous-push-federal-privacy-law 

 

https://www.eff.org/deeplinks/2017/04/fcc-announces-plan-abandon-net-neutrality-and-isp-privacy
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Through a detailed analysis of current enforcement actions ITIC estimated the amount and cost of 
duplicative enforcement as follows: 

Table 3 Costs of Duplicative Enforcement 

Source: McQuinn, A. D. (2019, August 5). The Costs of an Unnecesarily Sringent Federal Data Privacy Law. 
Retrieved from ITIF.org: https://itif.org/publications/2019/08/05/costs-unnecessarily-stringent-
federal-data-privacy-law# 

As proposed, this policy allows for enforcement by the Federal Data Protection Agency, State 

Enforcement Agencies and through a private right of action, making the potential to reach that $2.7 

billion mark likely and potentially decreasing its efficiency. 

Private Right of Action and Nuisance lawsuits 

This policy hinges on a private right of action in lieu of prescriptive policies for business.  By having a 

private right of action companies’ legal risks are substantially increased which could lead to unnecessary 

lawsuits and predatory practices by lawyers proposing class action lawsuits which often benefit the 

lawyers more than the consumer plaintiffs.   “For example, a vague Illinois law that allows consumers to 

sue organizations for using facial recognition technology without their permission has resulted in several 

significant, but largely groundless, class-action lawsuits against such tech companies as Facebook, 

Shutterfly, and Snapchat. Lawyers may be happy with extraneous lawsuits, but consumers will ultimately 

pay the price, as organizations are forced to spend money on duplicative and often frivolous lawsuits, 

rather than investing it in other areas, such as by lowering prices, offering discounts, or creating new 

products and services64.”

 
64 McQuinn, A. D. (2019, August 5). The Costs of an Unnecesarily Sringent Federal Data Privacy Law. Retrieved from ITIF.org: 

https://itif.org/publications/2019/08/05/costs-unnecessarily-stringent-federal-data-privacy-law# 
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 This policy limits damages to $65 per day/ per data point, not to exceed $1,000 a day.  These limits are 

not reflective of actual damages which may be more or less.  The limits prescribed in this policy are based 

on a calculated value based on today’s dollars which may become outdated overtime and they do not 

differentiate between willful and repeated violations and other types of violations. 

The Creation of a New Agency   

We have noted above the advantages to creating a separate and new Data Protection Agency, however 

this approach also brings some disadvantages worthy of reflection.  The FTC has broad jurisdiction against 

unfair and deceptive practices and is charged with handling a diverse set of trade issues, therefore there 

is high potential for overlapping regulation and enforcement with a new Data Protection Agency.  In the 

policy implementation section of this paper, I proposed a budget for the DPA of $52 million. Although this 

cost may be offset by fees charges to companies profiting from the collection of personally identifiable 

information, this large outlay may hamper the efficiency of this proposal. 

  

Pre-empting State laws    

“A well-established principle in the United States is that federal privacy law should operate as a floor 

Not a ceiling65.  By preempting stronger state laws, The Privacy Bill of Rights may decrease its 

effectiveness by actually reducing privacy protection and prohibiting state legislators from addressing new 

or unique challenges as they emerge.   

Political Analysis 

One of the core reasons for introducing the privacy bill of rights is that the majority of voters want a 

federal privacy law. A May 2020 poll by the Internet Association showed that 99 percent of Americans 

polled say, “It is important to have privacy protections that cover the data they share with online 

                                                           
65 Electronic Privacy Information Center. (2019, Septeember). Grading on A Cureve- Privacy Legislation in the 116th Congress. 

Retrieved from EPIC.org: https://epic.org/GradingOnACurve/ 
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companies and brick and mortar businesses alike66.”  73% of them want privacy protections enforced at 

the federal level67.  Interestingly, this poll also unveiled that a majority of Americans are comfortable with 

sharing data with companies in exchange for free or low cost services68.   

“In a Morning Consult poll conducted in December 2019, 79% of registered voters, including 83 percent of 

Democrats and 82 percent of Republicans — said that Congress should make crafting a bill to better 

protect consumers’ online data an important or top priority. That’s virtually unchanged from a survey in 

November 2018, the last time this question was asked, when 78 percent said it should be a priority for 

Congress following the midterm69.  

 

                                                           
66 Internet Association. (2020, May 13). Americans Want Economy Wide Federal Privacy Protection. Retrieved from Internet 

Association.org: https://internetassociation.org/publications/survey-americans-want-economy-wide-federal-privacy-
protections/ 

 
67 Ibid 
68 Ibid 
69 Sabin, S. (2019, December 18). Most Voters Say Congress Should Make Privacy Legislation a Priority Next Year. Retrieved from 

Morning Consult: https://morningconsult.com/2019/12/18/most-voters-say-congress-should-make-privacy-legislation-a-
priority-next-year/ 
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Figure 5:Morning Consult Poll- Voters Opinion on Federal Privacy Legislation 

  

Source: Sabin, S. (2019, December 18). Most Voters Say Congress Should Make Privacy Legislation a 
Priority Next Year. Retrieved from Morning Consult: 
https://morningconsult.com/2019/12/18/most-voters-say-congress-should-make-privacy-
legislation-a-priority-next-year/ 

Interestingly, another poll sponsored by the Digital Advertising alliance confirms that “ by more than a 2-1 

margin, consumers want Congress to set a single national standard, rather than allowing states and 

localities to set their own standards”, however  that poll also showed , that  “consumers also want 

Congress to protect the existing ad-supported funding model for free content and services70. 

                                                           
70 Mastria, L. (2018, December 19). Encouraging Data Driven Policymaking New Survey Results Reveal Consumer Prioirites and 

Pragmatism. Retrieved from Digital Advertising Alliance Blog: https://digitaladvertisingalliance.org/blog/encouraging-
data-driven-policymaking-new-survey-results-reveal-consumer-priorities-pragmatism 
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Figure 6  Digital Advertising Alliance Poll: Privacy vs Content Access 

Source: Mastria, L. (2018, December 19). Encouraging Data Driven Policymaking New Survey Results 
Reveal Consumer Prioirites and Pragmatism. Retrieved from Digital Advertising Alliance Blog: 
https://digitaladvertisingalliance.org/blog/encouraging-data-driven-policymaking-new-survey-results-
reveal-consumer-priorities-pragmatis 

 

 That same poll also noted identity theft and hacking and data breaches as issues American adults feel 

were the two most important for Congress to address in federal privacy legislation, with data use for 

advertising being least important71. 

 As a leading advocate for online protections for American consumers and cybersecurity you sponsored 

privacy legislation in the 116th Congress.  As of April 2020, including your proposal, eleven privacy bills 

have been introduced, but none have passed into law72.    

Four of the eleven were sponsored by Republican Senators, 6 by Democratic Senators and one 

cosponsored by Democrat Amy Klobuchar and Republican John Kennedy73.  While it appears that both 

sides of the aisle recognize the need, there are several sticking points. 

                                                           
71 Mastria, L. (2018, December 19). Encouraging Data Driven Policymaking New Survey Results Reveal Consumer Prioirites and 

Pragmatism. Retrieved from Digital Advertising Alliance Blog: https://digitaladvertisingalliance.org/blog/encouraging-
data-driven-policymaking-new-survey-results-reveal-consumer-priorities-pragmatism 

 
72 Electronic Privacy Information Center. (2019, Septeember). Grading on A Cureve- Privacy Legislation in the 116th Congress. 

Retrieved from EPIC.org: https://epic.org/GradingOnACurve/ 
 
73 Ibid 



 
 

30 
 

  Sticking points include: 

1. Whether or not to preempt stronger state laws, with the Republicans more often favoring 
preemption and Democrats less often favoring it. 

2. The need for a private right of action with most Democrats in favor and most Republicans against 
a private right of action. 

3. The establishment of a separate Data Protection Agency outside of the FTC, which is only called 
for in the bill proposed by Democratic Senators Eshoo and Lofgren. 

Source: Electronic Privacy Information Center. (2020, April). Grading on a Curve: Privacy Legislation in 
the 116th Congress. Retrieved from Epic.org: https://epic.org/GradingOnACurve/ 

 
When reviewing these sticking points, as should be expected, it appears that Republicans are looking for a 

bill with less stringent regulation with Democrats favoring a bill with more.   In line with your Republican 

colleagues, your previously proposed bill, the United States Consumer Data Privacy Act of 2019, 

preempted stronger state laws, did not include a private right of action and left enforcement to the 

Federal Trade Commission. 

This proposal of a Privacy Bill of Rights seeks to gain support of both parties by balancing regulation and 

oversight.   By replacing specific administrative requirements with privacy rights, this proposal focuses on 

the expected results of compliance and not on the how to comply, giving businesses freedom and 

flexibility to develop and innovate their own methods for compliance, at a lower cost.   

Both the Trump Administration and the Obama administration have previously proposed high level 

approaches.  In 2018, David Redl, a Senior U.S. Commerce Department official, said the administration 

wanted to, “formulate core, high level principles on data privacy.74”  

                                                           
 
74 Shepardshon. (2018, July 27). Trump administration working on consumer data privacy policy. Retrieved from Reuters.com: 

https://www.reuters.com/article/us-usa-internet-privacy-idUSKBN1KH2MK 
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In 2012 the Obama administration issued a Consumer Privacy bill of Rights with support from businesses 

and privacy advocates, which also advocated for a privacy bill of rights,” intended to be interpreted and 

fleshed out through codes of conduct and case-by-case FTC enforcement75.” 

A privacy bill based on high level principles has had historical support on both sides of the aisle.  

However in order to balance that approach,  the Privacy Bill of Rights ,establishes a separate data 

protection agency and allows for a private right of action,  two sticking points that may continue to  prove 

to be obstacles to passing this policy into law. 

Other Stakeholders 

Big Tech Companies 

While an overwhelming number of American Consumers are proponents of privacy legislation, other 

stakeholders need to be considered. 

One of the largest stakeholders in a federal privacy law are the Big Tech Companies and data brokers, as 

their revenue models are based primarily , and sometimes exclusively on the sale of consumer data.  The 

Internet Association (IA), a trade group funded by some of the largest tech companies including Google, 

Microsoft, Facebook, Amazon and Uber, actually launched a campaign in late 2019, asking the federal 

government to pass a new privacy law.  While it may appear by these actions that Big Tech favors a 

federal privacy law, the launch of the International Association campaign occurred just prior to the 

January 1, 2020 effective date of CCPA and sought to establish a federal law that preempted state laws, 

excluded a private right of action and sought a “necessary for the basic operation of business”, exclusion, 

as well as other provisions that would lessen the obligation of Big Tech to protect consumer privacy76. In 

2019, the Internet Association spent almost $3 million dollars on lobbying efforts for Big Tech Companies, 

                                                           
75 Kerry, C. (2018, July 12). Why Protecting Privacy is a Losing Game Today and How to Change the Game. Retrieved from 

Brookings.edu: https://www.brookings.edu/research/why-protecting-privacy-is-a-losing-game-today-and-how-to-
change-the-game/ 

 
76 Cyphers, B. (2019, Septermber 18). Electroinic Frontier Foundation. Retrieved from Big Tech's Disingernious Push for a Federal 

Privacy Law: https://www.eff.org/deeplinks/2019/09/big-techs-disingenuous-push-federal-privacy-law 
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and $1.5 million in 202077.  The chart below details several of the Big Tech Companies’ lobbying 

expenditures for 2019 and 2020.  While not all lobbying is about consumer privacy, this chart speaks to 

the power these companies can wield in Washington D.C. 

 

Figure 7: Beg Tech Lobbying Spend 2019-2020 

Source: Feiner, L. (2021, January 22). Facebook Spent More on Lobbying Than Any Other Big Tech 
Company in 2020. Retrieved from CNBC.com: ttps://www.cnbc.com/2021/01/22/facebook-
spent-more-on-lobbying-than-any-other-big-tech-company-in-2020.html 

 
 The Privacy Bill of Rights contains policy suggestions that Big Tech companies would support, including 

the rights based approach, being less prescriptive, the potential for lower implementation costs and the 

fact that this policy would provide consistency by preempting state laws.  In addition, these stakeholders 

already have had to implement policies to comply with GDPR which is more restrictive than the proposed 

Privacy Bill of Rights. 

                                                           
77 Center for Responsive Politics. (2020). Client Profile: Internet Assn. Retrieved from Open Secrets/org. 
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Small Businesses 

Most privacy laws to date, are written with larger enterprises, such as Big Tech, in mind while smaller 

businesses are often exempt based on revenues, number of clients or number of employees.  However, 

small businesses also can collect, store, and sell large amounts of information, and therefore unlike many 

other policy proposals, this proposal does not exempt small businesses from responsibility to adhere to a 

Privacy Bill of Rights. 

Small businesses likely will and should have concerns about the burden of compliance with privacy 

legislation that contains a private right of action.  However, if small businesses do not adhere to similar 

privacy requirements of larger businesses, they could be at a disadvantage in competing for customers 

with larger competitors.  In addition, this proposal would exempt small businesses from tackling a web of 

various state privacy laws.  

The National Federation for Independent Businesses (NFIB) has been active in California lobbying on 

behalf of small and independent businesses as it relates to privacy legislation.  In August 2019, the NFIB 

joined 10 other California Small Business Associations in signing a coalition letter asking the California 

Legislature to follow through on promises to make the law more workable for independent businesses78.  

In 2020 NFIB California State Director, John Kabateck testified at a hearing held by the California State 

Assembly Privacy and Consumer Protection Committee over concerns about the impact to independent 

businesses of the California Privacy Rights Act, which sought to expand CCPA79.   Kabateck’s testimony 

gives some insight into how small and independent businesses feel about privacy legislation. ““Make no 

mistake. Small-business owners and operators understand the importance of protecting customers’ 

personal information80,” said Kabateck.  The costs of the CCPA alone are already tremendous, testified 

                                                           
78 National Federation of Independent Businesses. (2019, August 11). Time to Follow through on Promises to Fix the CCPA. Retrieved 

from NFIB.com: https://www.nfib.com/content/news/california/time-to-follow-through-on-promises-to-fix-the-ccpa/ 

 
79 National Federation of Independent Businesses. (2020, June 19). NFIB Testifies Against California Privacy Rights Act. Retrieved 

from NFIB.com: https://www.nfib.com/content/news/california/nfib-testifies-against-california-privacy-rights-act/ 
 
80 Ibid 
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Kabateck. “Passage of the CPRA will require business owners to revise their privacy programs once again 

and take on new unforeseen costs81.” 

The NFIB contributed over $700,000 to political campaigns in the 2020 cycle, 97% to Republicans and 

spent $4.7 million in lobbying efforts in 2019 and $3.3 million in 2020, none directly targeting privacy 

legislation proposals82. 

The higher level principle approach of this policy would assure customers that privacy protections are in 

place at independent and small businesses while presenting significant cost savings for smaller businesses 

than the more prescriptive approach of GDPR and CCPA. 

Privacy Advocates 

There are several privacy advocate organizations that are important stakeholders.  Notable to this policy 

proposal are the Electronic Frontier Foundation (EFF), Identity Theft Resource Center, The World Privacy 

Forum, Privacy International, Electronic Privacy Information Center (EPIC), Privacy Rights Clearing House, 

and the Digital Privacy Alliance.  Each are active in various aspects of protecting consumer privacy 

including; educating consumers about privacy, performing privacy research, holding businesses 

accountable, empowering consumers with privacy tools, organizing grassroots campaigns and petitions 

targeting political figures, supporting lobbying efforts and bringing litigation.  All could act as powerful 

allies of a strong privacy bill or forceful opponents against one deemed unsuitable.  

Advertising and Marketing Associations 

Advertising and Marketing Associations are also significant stakeholders and they represent the media 

and marketing industries, primary consumers of personally identifiable data.  Several marketing and 

advertising associations are active in the issues around digital privacy. 

Association of National Advertisers (ANA) 

                                                           
81 Ibid 
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In 2019, ANA submitted written comments to the Federal Trade Commission calling for the FTC to support 

federal privacy legislation.  “ANA supports a strong nationwide privacy standard that will provide 

enhanced protections to consumers while preserving the benefits of the ad-supported economy and 

maintaining healthy business competition,” said Dan Jaffe, ANA Group EVP, Government Relations. Jaffe 

emphasized that “ANA believes a national privacy law should preempt inconsistent state laws, enhance 

the development of a competitive level playing field for marketers and other businesses, and assure 

consumers that their data will be used by business only for approved non-discriminatory purposes83.” 

4A’s 

On the 4A’s website, they state their position on federal privacy legislation as follows: “The danger to the 

advertising industry in the years ahead will be the potential proliferation of fifty different state privacy 

and security statutes, each with its own unique compliance requirements. The 4A’s firmly believes that 

given the boundary-less nature of the Internet economy, data privacy and security must be legislated at 

the national level84.” 

The Interactive Advertising Bureau (IAB)  

The Interactive Advertising Bureau is active in lobbying and has a Public Policy Office located in 

Washington D.C. where it works to raise the industry’s political power.  IAB is supportive of a federal 

privacy law that protects consumers while avoiding unintended regulatory consequences.  They have 

worked to lobby for changes to CCPA and create a coalition of industry trade associations called Privacy 

for America85. 

Privacy for America  

                                                           
83 Association of National Advertisers. (2019, June 27). ANA Urges Strong Support for Federal Data Privacy Legislation. Retrieved 

from ANA.net: https://www.ana.net/content/show/id/55084 

 
84 4A's. (2021, February 18). Government Relations and Advocacy: Privacy. Retrieved from A's: https://www.aaaa.org/government-

relations-and-advocacy-privacy/ 
 
85 Interactive Advertising Bureau. (2021, March). Public Policy. Retrieved from IAB,com: https://www.iab.com/topics/public-policy/ 
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Privacy for America is a coalition of industry trade associations, including all of the stakeholders noted 

above. “The goal of Privacy for America is to pass comprehensive federal privacy legislation with a strong 

set of baseline consumer protections, and the flexibility to evolve as technology evolves, without going 

back to the drawing board every time a new technology raises privacy concerns86.” 

Their framework also shifts away from “notice and choice’ and calls for a set of privacy norms, specifically 

prohibits certain types of data use, creates a new branch of the FTC with the more power and the 

authority to certify companies compliance, allow for civil penalties and call for the preemption of state 

laws that create national standards87. 

CCPA and other State Law Supporters 

Supporters of CCPA and other existing state consumer privacy laws will oppose the preemption 

component of this policy.  Groups like Californians for Consumer Privacy and California’s powerful block of 

53 House Democrats, including Nancy Pelosi, are happy with their current privacy law which they feel is 

tougher than most currently proposed federal laws88.  California voters approved an even stricter 

addendum to CCPA in November 2020 by a margin of 56-44, showing support for their tougher state law89   

Other states like Nevada, New York and Maine have also recently passed consumer privacy protection 

bills.   

Recommendation 

 

                                                           
86 4A's. (2021, February 18). Government Relations and Advocacy: Privacy. Retrieved from A's: https://www.aaaa.org/government-

relations-and-advocacy-privacy/ 
 
87 Privacy for America. (2019). Principles for Privacy Legislation Decemeber 2019. Retrieved from www.privacyforamerica.com: 

https://www.privacyforamerica.com/overview/principles-for-privacy-legislation-dec-2019/ 

 
88 LIma, C., & Hendel, J. (2019, February 21). California Democarts to Congress: Don't bulldoze our privacy law. Retrieved from 

Politico.com: https://www.politico.com/story/2019/02/21/congress-data-privacy-california-1185943 
 
89 Greig, J. (2020, November 5). California voters back new data privacy law beefing up CCPA. Retrieved from TechRepublic.com: 
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In the past year as a result of the Covid-19 pandemic, US citizens are adopting to remote ways of working, 

learning, shopping and socializing in greater numbers.  This adaptation has not only accelerated 

American’s reliance on the internet for everyday activities, but it has also increased the internet’s use by a 

growing demographic.  It is clear from polling data that a majority of Americans want user privacy 

protections and without a Federal response, states are beginning to take matters into their own hands, 

creating a web of state laws that are not beneficial to businesses or consumers.  As one of only a few 

Republican Senators who has sponsored Federal privacy legislation in the past, and as the Chairman of 

Senator Commerce Committee, you are uniquely qualified to bring the Privacy Bill of Rights forward for a 

vote in the Senate Commerce Committee in the 117th Congress, and this memorandum recommends you 

do so. 

The memorandum recognizes that the bill is unlikely to pass the House or Senate, given that the sticking 

points noted in the political analysis section of this memorandum, still apply to the Privacy Bill of Rights 

including: 

• Democrats favor a bill that does not preempt stronger state laws 

• Republicans oppose a private right of action. 

• Many of your colleagues believe the enforcement of consumer privacy should be done by the 

Federal Trade Commission 

However, while the bill may not be politically feasible at this time, the policy attributes including the 

rights based approach, lower implementation costs and preemption of state laws, make it friendly to 

businesses, while the Data Protection Agency and Private Right of Action make it powerful for consumers. 

Bringing this bill forward would increase your reputation as a defender of consumer privacy and an 

advocate for businesses.  In addition this policy brings forward a proposal that is not that far apart from 

similar Democratic proposals, moving the chance for Federal Privacy Legislation closer to reality and 

solidifying your legacy as Chairman of the Senator Commerce Committee, 
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